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Annexure – I to Recruitment of Officers in various streams upto Scale IV Project No. 2024-25/1 Notice dated 01.01.2025 

 

 

Name of the 
Post 

Scale No. of 
vacancies 

Age Educational Qualifications Other Preferred 
Qualifications / 
Certifications 

Work Experience Specific / Preferred Skill 

Chief 
Manager - IT  
 
(Database 
Administrator) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

SMGS-IV 02 28-40 Minimum 60% Marks in  

B.E./ B. Tech in Computer 

Science/ Information Technology/ 

Electronics/ Electrical & 

Electronics/ Electronics & 

Communication  

OR  

MCA / M. Sc. (Computer science/ 

IT)  OR  

Equivalent. 

(# Institute should be recognized/ 

approved by Government bodies/ 

AICTE) 

 

Oracle certified 
Associate and / or  

Oracle Certified 
professional  

 

(Certification 
preferably on the 
recent version of 
Oracle 12c/18c) 

 
TOGAF/ PMP /ITIL 
Intermediate or 
higher level 
Certification 

Minimum 7 years of 

hands-on experience in 

managing Oracle large 

databases in BFSI 

domain. DB 

Environment should be 

of RAC. 

 
Industry   Desirable: 
 
Hands-on experience in 
data base, data 
modelling and Exadata 
Platform. 

 
 

 Design Datawarehouse, Data 
Models, OLAP system, 
Experience in Oracle PL/SQL 

 Fine tune the system, Manage 
roles and Privileges. 

 Prepare a design for all 
metadata relating to various   
Extract/ Transform/ Load {ETL) 
processes Create both logical 
and physical data models. 

 Analyze all the needed data 
warehouse activities and identify 
what essential resources they 
require. 

 Strong problem solving and 
troubleshooting skills with the 
ability to exercise mature 
judgment 

 Ability to work independently, 
manage small engagements or 
parts of large engagements. 
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Name of the 
Post 

Scale No. of 
vacancies 

Age Educational Qualifications Other Preferred 
Qualifications / 
Certifications 

Work Experience Specific / Preferred Skill 

Chief 
Manager – IT 
 
(Network) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

SMGS-IV 02 28-40 Minimum 60% Marks in  

B.E./ B. Tech in Computer 

Science/ Information Technology/ 

Electronics/ Electrical & 

Electronics/ Electronics & 

Communication  

 

OR  

MCA / M. Sc. (Computer science/ 

IT)  OR  

Equivalent. 

 

 

(# Institute should be recognized/ 

approved by Government bodies/ 

AICTE) 
 

 

Cisco 

Expert/Architect 

Certification 

 

Juniper 

Check Point Certified 

Security 

Administrator  

 

Fortinet 

Certified McAfee 

Security Specialist 

 

TOGAF/ PMP /ITIL 
Intermediate or 
higher level 
Certification 

Minimum 7 years of 

post-basic qualification 

experience in IT, of 

which minimum 5 years’ 

experience Networking 

Domain. 

 Strong understanding of network 
protocols, services, and standards 
(e.g., TCP/IP, DNS, DHCP). 

 Ability to design and implement 
network solutions that meet 
business requirements. 

 Proficiency in diagnosing and 
resolving network issues 
efficiently. 

 Understanding of network security 
principles and practices, including 
firewalls, VPNs, and intrusion 
detection systems. 

 Strong problem-solving skills and 
the ability to think analytically. 
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Name of the 
Post 

Scale No. of 
vacancies 

Age Educational Qualifications Other Preferred 

Qualifications / 

Certifications 

Work Experience Specific / Preferred Skill 

Chief 
Manager – IT 
 
(Cloud 
Operations) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

SMGS-IV  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

02 28-40 Minimum 60% Marks in  

B.E./ B. Tech in Computer 

Science/ Information Technology/ 

Electronics/ Electrical & 

Electronics/ Electronics & 

Communication  

OR  

MCA / M. Sc. (Computer science/ 

IT)  

OR  

Equivalent. 

 

 

(# Institute should be recognized/ 

approved by Government bodies/ 

AICTE) 

 

 Master or higher level 

certification from 

VMware/ Nutanix  

 Minimum 2 

Intermediate / 

Advanced or higher 

level certification in 

Cloud Technology 

from any reputed 

Cloud OEM. (Eg. 

AWS, Microsoft etc)  

Preferred – Master or 

higher level 

certification from any 

reputed cloud OEM 

like AWS, GCP, Azure 

etc. 

TOGAF/ PMP /ITIL 

Intermediate or higher 

level Certification  

At least one 

certification from 

DEVOPS Certification 

from a globally 

recognized / reputed 

institute or academy, 

Kubernetes 

certification from 

CNCF / reputed OEM 

Certified Cloud 

Security Professional 

COMPTIA Cloud+ 

Certification 

Minimum 7 years post 

basic qualification  

Experience in IT 

Industry/ BFSI or IT 

Vertical of an 

Organization as Cloud 

Specialist of which 5 

years’ experience as 

Cloud Administrator/ 

Cloud Engineer/ Cloud 

Specialist. 

 Hands on experience of 
VMware cloud  

 Working experience of private, 
public cloud, Hybrid Cloud and 
Multi cloud  

 Deep understanding of cloud-
based services such as SaaS, 
PaaS, and IaaS  

 Knowledge of container and 
Kubernetes operations  

 Understanding of DevSecOps, 
Infra as code, 

 Hands on experience of 
virtualization  

 Good knowledge of the 
functions in databases, servers, 
networking, and software in the 
cloud  

 Ability to handle cloud security, 
compliance and audit  

 Working experience of 
managing IT Infrastructure  

 Good understanding of the 
Windows, Linux, and Unix 
operating systems  

 Should be well versed with 
scripting and CLI tools.  
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Name of the 
Post 

Scale No. of 
vacancies 

Age Educational Qualifications Other Preferred 

Qualifications / 

Certifications 

Work Experience Specific / Preferred Skill 

Chief 
Manager- IT 
 
(Infra) 

SMGS-IV 02 28-40 Minimum 60% Marks in  

B.E./ B. Tech/ B Sc in Computer 

Science/ Information Technology/ 

Electronics/ Electrical & 

Electronics/ Electronics & 

Communication  

OR  

MCA / M. Sc. (Computer science/ 

IT)/ M.Tech in Computer Science/ 

Information Technology/ 

Electronics/ Electrical & 

Electronics/ Electronics & 

Communication  

OR  

Equivalent. 

 

(# Institute should be recognized/ 

approved by Government bodies/ 

AICTE) 
 

CompTIA 
(Compulsory for 
Server+ and  
Any one from ITF+, 
A+, Network +, Cloud 
+) 
Preferred: 
• CCNA/ RHCA/ 
MCSA 
• TOGAF/ ITIL 

Intermediate or 

higher level 

Certification  

Minimum 7 years post 

basic qualification  

Experience in IT Industry/ 
BFSI or IT Vertical of an 
Organization as Infra 
Administrator 
 

 Developing and integrating 
solutions in cooperation with 
Infrastructure and Application 
project teams for solid 
infrastructure automation using 
existing industry standards, 
best practices and know-hows 
fitting it into existing 
infrastructure and operations 
framework  

 Design, Plan & Execute 
projects using various 
technology solutions. 

 Monitoring LUN utilization and 
assist in capacity planning, 
storage systems and clusters 

  Manage logs, backups and 
tape inventory. 

  Escalating hardware and 
system-level problems to AMC 
Partners. 

  Hardening of servers as per 
bank policy  

  User administration, User 
access & activity review. 

  Infrastructure Capacity review 
& planning  

  Performance improvement 
and automation of jobs 

Above activities in all environments 

of application (production, DR, 

development and staging) 
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Name of the 
Post 

Scale No. of 
vacancies 

Age Educational Qualifications Other Preferred 
Qualifications / 
Certifications 

Work Experience Specific / Preferred Skill 

Chief 
Manager- IT 
 
(Middleware 
Administrator) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

SMGS-IV 01 28-40 Minimum 60% Marks in  

B.E./ B. Tech/ B Sc in Computer 

Science/ Information Technology/ 

Electronics/ Electrical & 

Electronics/ Electronics & 

Communication  

OR  

MCA / M. Sc. (Computer science/ 

IT)/ M.Tech in Computer Science/ 

Information Technology/ 

Electronics/ Electrical & 

Electronics/ Electronics & 

Communication  

OR  

Equivalent. 

 

(# Institute should be recognized/ 

approved by Government bodies/ 

AICTE) 

 

Middleware-specific 
certifications (e.g., 
Oracle WebLogic 
Server Administrator 
Certified Expert) 
- IT service 
management 
certifications (e.g., 
ITIL Foundation 
Certificate) 
- Cloud computing 
certifications (e.g., 
AWS Certified 
Solutions Architect) 
 

Minimum 7 years of 
hands-on experience in 
IT, of which minimum 3 
years’ experience 
middleware development, 
support, or management 
- Proven track record of 
successfully designing, 
implementing, and 
maintaining middleware 
solutions 
 

 Application servers (e.g., 
WebSphere, WebLogic, JBoss) 

 Message-oriented middleware 
(e.g., MQ, Kafka) 

 Enterprise Service Buses 
(ESBs) 

 API management tools (e.g., 
Apigee, MuleSoft) 

 Strong understanding of 
software development life 
cycles (SDLCs) and agile 
methodologies 

 Experience with DevOps 
practices and tools (e.g., 
Jenkins, Docker, Kubernetes) 

 Excellent problem-solving, 
analytical, and communication 
skills 

 Ability to lead and manage 
teams, and collaborate with 
cross-functional stakeholders 
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Name of the 
Post 

Scale No. of 
vacancies 

Age Educational Qualifications Other Preferred 
Qualifications / 
Certifications 

Work Experience Specific / Preferred Skill 

Chief 
Manager- IT 
 
(Digital 
Payments) 

SMGS 
IV 

02 
 

28-40 Minimum 60% Marks in  

B.E./ B. Tech/ B Sc in Computer 

Science/ Information Technology/ 

Electronics/ Electrical & 

Electronics/ Electronics & 

Communication  

 

OR  

 

MCA / M. Sc. (Computer science/ 

IT)/ M .Tech in Computer 

Science/ Information Technology/ 

Electronics/ Electrical & 

Electronics/ Electronics & 

Communication 

OR  

Equivalent. 

 

(# Institute should be recognized/ 

approved by Government bodies/ 

AICTE) 
 

• CCNA/ RHCA/ 
MCSA 
• TOGAF/ ITIL 
Intermediate or 
higher level 
Certification  
• AWS Cloud 
Certification  
 

Minimum 7 years post 

basic qualification  

Experience in IT Industry/ 
BFSI or IT Vertical of an 
Organization as Infra 
Administrator out of which 
it is desired to have atleast 
3 years of experience in 
Digital Payment Channels 
such as UPI, IMPS, RTGS, 
NEFT, NACH etc. 
 

 Hands on experience of 
Managing Digital payment 
channels such as UPI, IMPS, 
RTGS, NEFT, NACH etc. 

 Working knowledge with 
switching technologies and 
payment channels. 

 Developing and integrating 
solutions with Infrastructure and 
Application project teams for 
solid infrastructure automation 
using existing industry 
standards, best practices and 
know-hows fitting it into existing 
infrastructure and operations 
framework  

 Design, Plan & Execute projects 
using various technology 
solutions. 

 Monitoring LUN utilization and 
assist in capacity planning, 
storage systems and clusters 

  Manage logs, backups and tape 
inventory. 

  Escalating hardware and 
system-level problems to AMC 
Partners. 

  Hardening of servers as per 
bank policy  

  User administration, User 
access & activity review. 

  Infrastructure Capacity review & 
planning  

  Performance improvement and 
automation of jobs 

Above activities in all environments 
of application (production, DR, 
development and staging) 



Classification: Internal 
7 

Annexure – I to Recruitment of Officers in various streams upto Scale IV Project No. 2024-25/1 Notice dated 01.01.2025 

 

Name of the 
Post 

Scale No. of 

vacancies 

Age Educational Qualifications Other Preferred 
Qualifications / 
Certifications 

Work Experience Specific / Preferred Skill 

Chief 
Manager-IT 
 
(Incident 
Manager) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

SMGS-IV 01 28-40 Minimum 60% Marks in  

B.E./ B. Tech/ B Sc in Computer 

Science/ Information Technology/ 

Electronics/ Electrical & 

Electronics/ Electronics & 

Communication  

OR  

MCA / M. Sc. (Computer science/ 

IT)/ M.Tech in Computer Science/ 

Information Technology/ 

Electronics/ Electrical & 

Electronics/ Electronics & 

Communication  

OR  

Equivalent. 

 

(# Institute should be recognized/ 

approved by Government bodies/ 

AICTE) 

 

- ITIL Foundation 
Certificate (or higher) 
- Certified Incident 
Manager (CIM) 
- Certified Information 
Systems Security 
Professional (CISSP 
 

Experienced incident 

manager with 7 years of 

experience in managing 

and resolving critical 

incidents in a fast-paced 

environment. 

Demonstrated ability to 

lead cross-functional teams 

and streamline incident 

response processes to 

minimize downtime and 

impact on business 

operations. 

 IT service management 
frameworks (e.g., ITIL) 

 Incident management tools (e.g., 
ServiceNow, JIRA) 

 Operating systems (e.g., 
Windows, Linux) 

 Networking fundamentals (e.g., 
TCP/IP, DNS) 

 Ability to analyze complex 
technical issues 

 Strong troubleshooting and 
problem-solving skills 

 Ability to identify root causes and 
implement fixes 
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Name of the 
Post 

Scale No. of 

vacancies 

Age Educational Qualifications Other Preferred 
Qualifications / 
Certifications 

Work Experience Specific / Preferred Skill 

Chief 
Manager-IT  
 
(Procurement 
Specialist) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

SMGS-IV 01 28-40 Minimum 60% Marks in  

B.E./ B. Tech/ B Sc in Computer 

Science/ Information Technology/ 

Electronics/ Electrical & 

Electronics/ Electronics & 

Communication  

OR  

MCA / M. Sc. (Computer science/ 

IT)/ M.Tech in Computer Science/ 

Information Technology/ 

Electronics/ Electrical & 

Electronics/ Electronics & 

Communication  

OR  

Equivalent. 

 

(# Institute should be recognized/ 

approved by Government bodies/ 

AICTE) 

 

 

 

 

 

 

 

 

 Certified 
Professional in 
Supply Management 
(CPSM) 
    - Certified Supply 
Chain Professional 
(CSCP) 
    - Certified 
Purchasing 
Professional (CPP) 
 

Min 7 years of experience 
- Assisted in procurement 
activities, including data 
entry, contract 
management, and supplier 
communication. 
- Conducted research and 
analyzed data to support 
procurement decisions. 
- Developed and 
maintained procurement 
reports and dashboards. 
 
 

 Procurement software and 
systems (e.g., SAP, Oracle) 

 Microsoft Office (e.g., Excel, 
Word, PowerPoint) 

 Data analysis and reporting tools 
(e.g., Tableau, Power BI) 

 Familiarity with industry-specific 
regulations and standards (e.g., 
ISO 9001, FDA) 

 Knowledge of market trends and 
supplier networks 
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Name of the 
Post 

Scale No. of 

vacancies 

Age Educational Qualifications Other Preferred 
Qualifications / 
Certifications 

Work Experience Specific / Preferred Skill 

Chief 
Manager-IT 
 
(Application 
Maintenance 
& Admin) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

SMGS-IV 

 
 
 
 
 
 

01 28-40 Minimum 60% Marks in  

B.E./ B. Tech/ B Sc in Computer 

Science/ Information Technology/ 

Electronics/ Electrical & 

Electronics/ Electronics & 

Communication  

OR  

MCA / M. Sc. (Computer science/ 

IT)/ M.Tech in Computer Science/ 

Information Technology/ 

Electronics/ Electrical & 

Electronics/ Electronics & 

Communication  

OR  

Equivalent. 

 

(# Institute should be recognized/ 

approved by Government bodies/ 

AICTE) 

 

- Certified Application 
Maintenance 
Professional (CAMP) 
- Certified ITIL 
Foundation 
Certificate 
- Certified Scrum 
Master (CSM) 
 

Minimum 7 years of 
experience in application 
maintenance and 
administration 
- Experience in 
troubleshooting and 
resolving application issues 
- Experience in performing 
routine maintenance tasks 
such as backups, updates, 
and patches 
- Experience in 
collaborating with 
development teams to 
resolve application issues 
- Experience in working 
with IT service 
management frameworks 
such as ITIL 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 Proficiency in programming 
languages such as Java, 
Python, or C# 

 Experience with application 
maintenance tools such as 
Splunk, Nagios, or 
AppDynamics 

 Knowledge of database 
management systems such as 
MySQL, Oracle, or SQL Server 

 Familiarity with cloud computing 
platforms such as AWS, Azure, 
or Google Cloud 
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Name of the 
Post 

Scale No. of 

vacancies 

Age Educational Qualifications Other Preferred 
Qualifications / 
Certifications 

Work Experience Specific / Preferred Skill 

Chief 
Manager-IT 
 
(Application 
Customisation) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

SMGS-IV 01 28-40 Minimum 60% Marks in  

B.E./ B. Tech/ B Sc in Computer 

Science/ Information Technology/ 

Electronics/ Electrical & 

Electronics/ Electronics & 

Communication  

OR  

MCA / M. Sc. (Computer science/ 

IT)/ M.Tech in Computer Science/ 

Information Technology/ 

Electronics/ Electrical & 

Electronics/ Electronics & 

Communication  

OR  

Equivalent. 

 

(# Institute should be recognized/ 

approved by Government bodies/ 

AICTE) 

 

- Certified Application 
Developer (CAD) 
- Certified Software 
Development 
Associate (CSDA) 
- Certified 
Professional in 
Software Engineering 
(CPSE) 
 

Minimum 7 years of 
experience in application 
customization and 
development 
- Experience in customizing 
and configuring 
applications such as 
Salesforce, SAP, or Oracle 
- Experience in developing 
custom applications using 
programming languages 
such as Java, Python, or 
C# 
- Experience in working 
with databases and data 
modeling 
- Experience in 
collaborating with cross-
functional teams to gather 
requirements and deliver 
customized solution 

 Proficiency in programming 
languages such as Java, Python, 
or C# 

 Experience with application 
customization tools and platforms 
such as Salesforce, SAP, or 
Oracle 

 Knowledge of database 
management systems such as 
MySQL, Oracle, or SQL Server 

 Familiarity with cloud computing 
platforms such as AWS, Azure, or 
Google Cloud 

 Experience with Agile 
development methodologies and 
version control systems such as 
Git 
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Name of the 
Post 

Scale No. of 

vacancies 

Age Minimum Qualification & 

Certification 

Experience 

Chief Manager- 

IT Officer 

With CISA/ 

CISM/ CISSP 

qualifications 

 

SMGS-IV 02 28-42 BASIC QUALIFICATION 
Essential:  
BE / B. Tech in Information 
Technology / Computer Science/ 
Electronics / Electronics & 
Instrumentations 
 
OTHER QUALIFICATION  
Essential 
CISA (Certified Information 
Security Auditor) / CISM (Certified 
Information Security Manager) / 
CISSP (Certified Information 
System Security Professional) 
 
Desirable:  ISO 27001: Lead 

Auditor / CEH /CRISC/C-CISO 

etc. Experience in VAPT tools 

like Nessus, Retina, SAINT and 

Kali Linux and other system 

tools. 

 

 

 

 

 

 

 

 

 

 

 

Minimum 7 years’ experience in Banking/BFSI/ CERT-In empanelled IT Advisory firms 
engaged in BFSI sector with 4 years’ experience in conducting Information Systems (IS) 
Audit/ Cyber Security Audit of Systems such as Core Banking Solution, Digital Payment 
channels, DC/DR Sites including Vulnerability Assessment & Penetration Testing, Cloud 
Security etc. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



Classification: Internal 
12 

Annexure – I to Recruitment of Officers in various streams upto Scale IV Project No. 2024-25/1 Notice dated 01.01.2025 

 

Name of the 

Post 

Scale No. of 

vacancies 

Age Minimum Qualification & 
Certification 

Experience 

Chief Manager-

IT (Security 

Cell) 

SMGS-IV 02 32-42 B.E./ B. Tech/ MCA/ B.Sc. in 
Computer Science or IT or 
Electronics 
 
 
Preferred: One Certificate out of 
CISSP/CISM/CISA/ CRISC/CEH 
 

Minimum 8 years of IT experience in commercial banks/ financial companies / financial 
services organisations/ IT services companies/ Telecom companies/ Information Security 
companies with at least 4 years of relevant experience in similar roles. 
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Name of the 

Post 

Scale No. of 

vacancies 

Age Minimum Qualification & 
Certification 

Skills & Job Description/ 
Key Responsibilities 

Experience 

Chief Manager - 

Fintech 

SMGS-IV 1 28-37 Mandatory: B.Tech/ MCA 
Minimum 60% marks in the 
applicable qualification from 
above. 
Desirable: 
* Strong problem solving and 
troubleshooting skills with the 
ability to exercise mature 
judgement. 
* Ability to work independently, 
manage small engagements or 
parts of large engagements. 

Responsible for coding, 
testing and debugging 
applications to ensure 
smooth and secure 
functioning. Collaborate 
with UX designers to create 
a seamless user 
experience, integrating 
features such as mobile 
banking, lending, budgeting 
and payment gateways. 
 
Responsible for API 
Integration, identification of 
add ons Fintech services for 
future requirements. 
 
Create algorithms, 
Research, analyze and 
forecast market trends to 
make modeling decisions. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Minimum experience of 8 years in the Banking or Financial 
Services, out of which minimum 5 years should be in Fintech 
in any public sector Bank/ Private Sector Bank/ NBFCs/ 
Large Organisations. 
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Name of the 

Post 

Scale No. of 

vacancies 

Age Educational Qualifications Other Preferred 
Qualifications / 
Certifications 

Work Experience 

Chief 

Manager-

Economist 

 

SMGS-IV 01 28-45 02 years regular Post-

Graduation degree in 

Economics / Econometrics 

 
(from a University /  
Institution/ Board recognized by 
Govt. of India/ approved by 
Govt. Regulatory Bodies) 

 

i) Candidates with 
specialisation in Financial 
Economics / Behavioural 
Economics will be 
preferred. 

Candidates from premier Institutes 
/ Universities such as Delhi School 
of Economics, Madras School of 
Economics, JNU, Jamia Millia 
Islamia University, IGIDR etc., OR 
from institutes of national 
importance as published by 
MHRD,   Govt. of India will be 
preferred. 

 Minimum 5 years in Rating Agencies / Banks/ PDs. Work 
experience should preferably be in Analysis and forecasting 
of economic indicators, writing research reports on topics 
related to banking and Economics, Application of 
econometric models in Banking, evaluation of issues related 
to monetary and fiscal policy, Analyzing market trends. 
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Name of the 
Post 

Scale No. of 

vacancies 

Age Educational Qualifications Other Preferred 
Qualifications / 
Certifications 

Work Experience Specific / Preferred Skill 

Senior 
Manager – IT 
(CBC/ Uniser) 

MMGS III 02 28-37 Minimum 60% Marks in  

B.E./ B. Tech/ B Sc in Computer 

Science/ Information Technology/ 

Electronics/ Electrical & 

Electronics/ Electronics & 

Communication OR  

MCA / M. Sc. (Computer science/ 

IT)/ M .Tech in Computer 

Science/ Information Technology/ 

Electronics/ Electrical & 

Electronics/ Electronics & 

Communication  

OR  

Equivalent. 

 

(# Institute should be recognized/ 

approved by Government bodies/ 

AICTE) 

Universal Serializer 
(Uniser) technology 
- Data serialization 
and deserialization 
- Programming 
languages (e.g., 
Java, Python, C++) 
- Data formats (e.g., 
JSON, XML) 
- Strong 
understanding of 
software 
development life 
cycles (SDLCs) and 
agile methodologies 
- Experience with 
DevOps practices 
and tools (e.g., 
Jenkins, Git, Docker) 
- Excellent problem-
solving, analytical, 
and communication 
skills 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Minimum 5 years of 
hands-on experience in 
finacle unicer 
implementation support 
and management 
- Proven track record of 
successfully implementing 
and managing Uniser-
based solutions 

Leading team project 
management and 
stakeholder management 

 Cryptography (encryption 
algorithms, key management) 

 CBC mode of operation 

 Security protocols (SSL/TLS, 
IPsec) 

 Network security architecture 

 Strong understanding of security 
frameworks and compliance (e.g., 
NIST, HIPAA) 

 Experience with security 
assessments and risk 
management 

 Excellent problem-solving, 
analytical, and communication 
skills 
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Name of the 
Post 

Scale No. of 

vacancies 

Age Educational Qualifications Other Preferred 
Qualifications / 
Certifications 

Work Experience Specific / Preferred Skill 

Senior 
Manager – IT 
 

(Application 
Maintenance & 
Admin) 

MMGS III 03 28-37 Minimum 60% Marks in  

B.E./ B. Tech/ B Sc in Computer 

Science/ Information Technology/ 

Electronics/ Electrical & 

Electronics/ Electronics & 

Communication OR  

MCA / M. Sc. (Computer science/ 

IT)/ M .Tech in Computer 

Science/ Information Technology/ 

Electronics/ Electrical & 

Electronics/ Electronics & 

Communication  

OR  

Equivalent. 

 

(# Institute should be recognized/ 

approved by Government bodies/ 

AICTE) 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

ITIL Foundation 
Certificate 
- Scrum Master 
Certification (CSM) 
- Certified Application 
Performance 
Manager (CAPM) 
- Certified Information 
Systems Security 
Professional (CISSP) 
 

Minimum 5 years of IT, 
with a focus on application 
maintenance and 
administration 
- Proven track record of 
successfully managing and 
maintaining applications 
- Experience with IT 
service management 
frameworks and agile 
methodologies 
 

 Programming languages (e.g., 
Java, Python, C++) 

 Software development life cycles 
(SDLCs) 

 Agile methodologies 

 IT service management 
frameworks (e.g., ITIL) 

 Database management systems 
(e.g., MySQL, Oracle) 

 Operating systems (e.g., 
Windows, Linux) 
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Name of the 
Post 

Scale No. of 

vacancies 

Age Educational Qualifications Other Preferred 
Qualifications / 
Certifications 

Work Experience Specific / Preferred Skill 

Senior 
Manager – IT 
 

(Application 
Customisation) 

MMGS III 03 28-37 Minimum 60% Marks in  

B.E./ B. Tech/ B Sc in Computer 

Science/ Information Technology/ 

Electronics/ Electrical & 

Electronics/ Electronics & 

Communication OR  

MCA / M. Sc. (Computer science/ 

IT)/ M .Tech in Computer 

Science/ Information Technology/ 

Electronics/ Electrical & 

Electronics/ Electronics & 

Communication  

OR  

Equivalent. 

 

(# Institute should be recognized/ 

approved by Government bodies/ 

AICTE) 

Certified Application 
Developer (CAD) 
- Certified Software 
Development 
Associate (CSDA) 
- Certified 
Professional in 
Software Engineering 
(CPSE) 
- Certified Salesforce 
Developer (CSFD) 
- Certified SAP 
Consultant (CSC) 
 

Minimum 5 years of IT 
with a focus on application 
customization and 
integration 
- Proven track record of 
successfully customizing 
and implementing 
applications 
- Experience with IT 
service management 
frameworks and agile 
methodologies 
 

 Programming languages (e.g., 
Java, Python, C++) 

 Software development life cycles 
(SDLCs) 

 Agile methodologies 

 Application customization 
frameworks and tools (e.g., 
Salesforce, SAP) 

 Database management systems 
(e.g., MySQL, Oracle) 

 Operating systems (e.g., 
Windows, Linux) 

 Cloud computing platforms (e.g., 
AWS, Azure) 

 Strong understanding of 
application customization and 
integration 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 



Classification: Internal 
18 

Annexure – I to Recruitment of Officers in various streams upto Scale IV Project No. 2024-25/1 Notice dated 01.01.2025 

Name of the 
Post 

Scale No. of 

vacancies 

Age Educational Qualifications Other Preferred 
Qualifications / 
Certifications 

Work Experience Specific / Preferred Skill 

Senior 
Manager – IT 
 
Software 
Developer 
(Core Java) 
 

MMGS III 02 28-37 Minimum 60% Marks in  

B.E./ B. Tech/ B Sc in Computer 

Science/ Information Technology/ 

Electronics/ Electrical & 

Electronics/ Electronics & 

Communication OR  

MCA / M. Sc. (Computer science/ 

IT)/ M .Tech in Computer 

Science/ Information Technology/ 

Electronics/ Electrical & 

Electronics/ Electronics & 

Communication  

OR  

Equivalent. 

 

(# Institute should be recognized/ 

approved by Government bodies/ 

AICTE) 

 

Java certified 
Associate  or  

Java Certified 
professional  

 

Minimum 5 years of 

hands-on experience in 

development of Core 

Java/ J2EE/ Java 

based APIs 

. 
 

 Knowledge and Experience of 
Core Java/ J2EE 

 Experience of development, 
deployment and testing of various 
types of APIs 

 Core banking experience is 
desired. 

 Work as part of 24x7 operations 
team  

 Good oral and written 
communications skills.  

 Ability to work independently and 
as a team player.  

 Should be open to work on 
multiple emerging technologies 

 Strong problem determination and 
resolution skills. 
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Name of the 
Post 

Scale No. of 

vacancies 

Age Educational Qualifications Other Preferred 
Qualifications / 
Certifications 

Work Experience Specific / Preferred Skill 

Senior 
Manager – IT 
 
(Database)  
 

MMGS III 
 

02 28-37 Minimum 60% Marks in  

B.E./ B. Tech/ B Sc  in Computer 

Science/ Information Technology/ 

Electronics/ Electrical & 

Electronics/ Electronics & 

Communication  

 

OR  

 

MCA / M. Sc. (Computer science/ 

IT) /M .Tech in Computer 

Science/ Information Technology/ 

Electronics/ Electrical & 

Electronics/ Electronics & 

Communication 

OR  

Equivalent. 

 

(# Institute should be recognized/ 

approved by Government bodies/ 

AICTE) 
  

 

Oracle certified 
Associate or Oracle 
Certified 
professional  

 

(Certification 
preferably on the 
recent version of 
Oracle 
12c/18c/19c/21c) 

 
 

Minimum 5 years of 

hands-on experience in 

managing Oracle large 

databases in BFSI 

domain. 

. 
 

 Experience of Installing and 
Managing Database in RAC 
environment. 

 Experience of Backup and 
restoration methodology. 

 Experience in managing Oracle 
GRID architecture and ASM. 

 Experience in managing Oracle 
Data guard.  

 Experience of Oracle 
11g/12c/19c/21c database, SQL 
Database.  

 Experience of Database 
performance tuning and 
configuration.  

 Experience of Oracle partitioning 
and Oracle compression.  

 Experience in Oracle ASO. 

 Experience in Database migration 
and upgradation. 

 Experience of monitoring tool like 
OEM / Oswatcher. 

 Knowledge of Oracle key vault is 
desired. 

 Knowledge of other database i.e. 
DB2,MySQL and MS SQL will be 
an added advantage. 

 Knowledge of Exadata and 
Informatica / Golden gate 
technologies. 

 Take ownership of performance 
and capacity monitoring aspects 
of the DB. 

 Experience in creation and 
maintenance of disaster recovery 
plans. 
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 Experience of working with 
different OS platforms like 
Windows/Linux/HP-Ux/Solaris.  

 Knowledge of Oracle security 
tools including Audit vault. 

 Core banking experience is 
desired. 

 Work as part of 24x7 operations 
team  

 Good oral and written 
communications skills.  

 Ability to work independently and 
as a team player.  

 Should be open to work on 
multiple emerging technologies 

 Strong problem determination and 
resolution skills. 
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Name of the 
Post 

 

Scale No. of 

vacancies 

Age Educational Qualifications Other Preferred 

Qualifications / 

Certifications 

Work Experience Specific / Preferred Skill 

Senior 
Manager – IT 
 
(API 
Development) 

MMGS III 03 28-37 Minimum 60% Marks in  

B.E./ B.Tech/ B Sc  in Computer 

Science/ Information Technology/ 

Electronics/ Electrical & 

Electronics/ Electronics & 

Communication  

OR  

MCA / M. Sc. (Computer science/ 

IT)/ M. Tech in Computer 

Science/ Information Technology/ 

Electronics/ Electrical & 

Electronics/ Electronics & 

Communication 

(# Institute should be recognized/ 

approved by Government bodies/ 

AICTE) 
 

 

 

API development 
certifications (e.g., 
API Certified 
Developer) 
- Cloud computing 
certifications (e.g., 
AWS Certified 
Solutions Architect) 
- IT service 
management 
certifications (e.g., 
ITIL Foundation 
Certificate) 
- Agile certifications 
(e.g., Scrum Master 
Certification) 

 

Minimum 5 years post 

basic qualification 

Experience in IT Industry/ 
API development, support, 
or management 
- Proven track record of 
successfully designing, 
implementing, and 
maintaining APIs 
- Experience with IT 
service management 
frameworks (e.g., ITIL) and 
cloud computing platforms 

 

 Programming languages (e.g., 
Java, Python, C#) 

 API development frameworks 
(e.g., Spring, Django, .NET) 

 API design principles and 
protocols (e.g., REST, SOAP, 
GraphQL) 

 Data formats (e.g., JSON, XML) 

 API security and authentication 
mechanisms (e.g., OAuth, JWT) 

 - Cloud computing platforms (e.g., 
AWS, Azure, Google Cloud) 

 - Containerization (e.g., Docker) 
and orchestration (e.g., 
Kubernetes) 

 - Strong understanding of 
software development life cycles 
(SDLCs) and agile methodologies 

 - Experience with DevOps 
practices and tools (e.g., Jenkins, 
Git, CircleCI) 

 - Excellent problem-solving, 
analytical, and communication 
skills 

 - Ability to lead and manage 
teams, and collaborate with cross-
functional stakeholders 
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Name of the 
Post 
 

Scale No. of 

vacancies 

Age Educational Qualifications Other Preferred 
Qualifications / 
Certifications 

Work Experience Specific / Preferred Skill 

Senior 
Manager – IT 

 
(Quality 
Control) 

MMGS III 01 28-37 Minimum 60% Marks in  

B.E./ B.Tech/ B Sc  in Computer 

Science/ Information Technology/ 

Electronics/ Electrical & 

Electronics/ Electronics & 

Communication  

OR  

MCA / M. Sc. (Computer science/ 

IT)/ M. Tech in Computer 

Science/ Information Technology/ 

Electronics/ Electrical & 

Electronics/ Electronics & 

Communication 

OR  

Equivalent. 

 

(# Institute should be recognized/ 

approved by Government bodies/ 

AICTE) 

Six Sigma 
Black/Green 
CQE, CSQE 
CISA or CISM  
Agile or Scrum 
certification 

Minimum 5 years of 
hands-on experience in 
IT, of which minimum 3 
years’ experience 
Quality 
Control,assurance or 
testing in banking and 
financial industry 

Experience with software 

testing tools, 

 Programming languages (e.g., 
Java, Python, C++) 

 Software development life cycles 
(SDLCs) 

 Agile methodologies (e.g., Scrum, 
Kanban) 

 Testing frameworks and tools 
(e.g., JUnit, TestNG, Selenium) 

 Cloud computing platforms (e.g., 
AWS, Azure) 

 Test planning, execution, and 
reporting 

 Defect tracking and management 

 Quality metrics and measurement 

 Process improvement and 
implementation 

 Team management and 
mentoring 

 Communication and stakeholder 
management 

 Project management and planning 

 Budgeting and cost management 

 ITIL Foundation Certificate (or 
higher) 

 Service desk management 

 Incident, problem, and change 
management 

 Analytical and problem-solving 
skills 

 Attention to detail and quality 
focus 

 Collaboration and teamwork 

 Adaptability and continuous 
learning 
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Name of the 
Post 
 

Scale No. of 

vacancies 

Age Educational Qualifications Other Preferred 
Qualifications / 
Certifications 

Work Experience Specific / Preferred Skill 

Senior 
Manager – IT 
 

(Product 
Manager) 

MMGS III 01 28-37 Minimum 60% Marks in  

B.E./ B. Tech/ B Sc Computer 

Science/ Information Technology/ 

Electronics/ Electrical & 

Electronics/ Electronics & 

Communication OR  

MCA / M. Sc. (Computer science/ 

IT) / M. Tech in Computer 

Science/ Information Technology/ 

Electronics/ Electrical & 

Electronics/ Electronics & 

Communication 

OR  

Equivalent. 

 

(# Institute should be recognized/ 

approved by Government bodies/ 

AICTE) 
 

 

 

- Certified Product 
Manager (CPM) 
- Agile Certified 
Product Manager 
(ACPM) 
- Product 
Management 
Professional (PMP) 
 
 

- Minimum 5 years of 
experience in product 
management or related 
field 
- Experience in managing 
the entire product lifecycle, 
from concept to launch 
- Experience in defining 
product vision, roadmap, 
and requirements 
- Experience in working 
with cross-functional 
teams, including 
engineering, design, and 
marketing 
- Experience in conducting 
market research, analyzing 
customer feedback, and 
making data-driven 
decisions 

 

 Familiarity with product 
development methodologies such 
as Agile, Scrum, or Waterfall 

 Knowledge of product 
management tools such as JIRA, 
Asana, or Trello 

 Familiarity with data analysis and 
visualization tools such as Excel, 
Tableau, or Power BI 

 Strong communication and 
interpersonal skills 

 Ability to work with cross-
functional teams and 
stakeholders 

 Strong problem-solving and 
analytical skills 

 Ability to think strategically and 
make data-driven decisions 
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Name of the 
Post 

 

Scale No. of 

vacancies 

Age Educational Qualifications Other Preferred 
Qualifications / 
Certifications 

Work Experience Specific / Preferred Skill 

Senior 
Manager – IT 
 
(Middleware) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

MMGS III 02 28-37 Minimum 60% Marks in  

B.E./ B.Tech/ B Sc  in Computer 

Science/ Information Technology/ 

Electronics/ Electrical & 

Electronics/ Electronics & 

Communication OR  

MCA / M. Sc. (Computer science/ 

IT)/ M. Tech in Computer 

Science/ Information Technology/ 

Electronics/ Electrical & 

Electronics/ Electronics & 

Communication 

OR  

Equivalent. 

 

(# Institute should be recognized/ 

approved by Government bodies/ 

AICTE) 

Middleware-specific 
certifications (e.g., 
Oracle WebLogic 
Server Administrator 
Certified Expert) 
- IT service 
management 
certifications (e.g., 
ITIL Foundation 
Certificate) 
- Cloud computing 
certifications (e.g., 
AWS Certified 
Solutions Architect) 
 

Minimum 5 years of 
hands-on experience in 
IT, of which minimum 3 
years’ experience 
middleware development, 
support, or management 
- Proven track record of 
successfully designing, 
implementing, and 
maintaining middleware 
solutions 

 

• Application servers (e.g., 
WebSphere, WebLogic, JBoss) 

• Message-oriented middleware 
(e.g., MQ, Kafka) 

• Enterprise Service Buses (ESBs) 
• API management tools (e.g., 

Apigee, MuleSoft) 
• Strong understanding of 

software development life cycles 
(SDLCs) and agile 
methodologies 

• Experience with DevOps 
practices and tools (e.g., 
Jenkins, Docker, Kubernetes) 

• Excellent problem-solving, 
analytical, and communication 
skills 

• Ability to lead and manage 
teams, and collaborate with 
cross-functional stakeholders 
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Name of the 
Post 
 

Scale No. of 

vacancies 

Age Educational Qualifications Other Preferred 
Qualifications / 
Certifications 

Work Experience Specific / Preferred Skill 

Senior 
Manager – IT 
 
(Infra) 

MMGS III 02 28-37 Minimum 60% Marks in  

B.E./ B. Tech/ B Sc Computer 

Science/ Information Technology/ 

Electronics/ Electrical & 

Electronics/ Electronics & 

Communication OR  

MCA / M. Sc. (Computer science/ 

IT) / M. Tech in Computer 

Science/ Information Technology/ 

Electronics/ Electrical & 

Electronics/ Electronics & 

Communication 

OR  

Equivalent. 

 

(# Institute should be recognized/ 

approved by Government bodies/ 

AICTE) 
 

 

CompTIA 
(Compulsory for 
Server+ and  
Any one from ITF+, 
A+, Network +, Cloud 
+) 
 
Preferred: 
• CCNA/ RHCA/ 
MCSA 
• TOGAF/ ITIL 
Intermediate or 
higher level 
Certification  

Minimum 5 years of 
hands-on experience in 
IT, of which minimum 3 
years’ experience System 
Administration Domain 
preferably in BFSI sector / 
IT sector. 

 Developing and integrating 
solutions in cooperation with 
Infrastructure and Application 
project teams for solid 
infrastructure automation using 
existing industry standards, best 
practices and know-hows fitting 
it into existing infrastructure and 
operations framework. 

 Design, Plan & Execute projects 
using various technology 
solutions. 

 Should have experience in Data 
Center operations. 

 Should be well versed with 
networking. 

 Capacity Planning and 
Hardware Life Cycle 
management 

 Should have good knowledge of 
 IT Security. 
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Name of the 
Post 
 

Scale No. of 

vacancies 

Age Educational Qualifications Other Preferred 
Qualifications / 
Certifications 

Work Experience Specific / Preferred Skill 

Senior 
Manager -IT 
(Security 
Manager- 
Tools ) 

 

MMGS III 03 28-37 Minimum 60% Marks in  

B.E./ B. Tech/ B Sc in Computer 

Science/ Information Technology/ 

Electronics/ Electrical & 

Electronics/ Electronics & 

Communication  

OR  

MCA / M. Sc. (Computer science/ 

IT) / M. Tech in Computer 

Science/ Information Technology/ 

Electronics/ Electrical & 

Electronics/ Electronics & 

Communication 

OR  

Equivalent. 

 

(# Institute should be recognized/ 

approved by Government bodies/ 

AICTE) 

 

1. Certification in 
ITIL/ BMC and  

2. Any one of the 
certifications 
mentioned 
below: 

Trend Micro certified 
professional for Apex 
one/Trend Micro 
Certified Professional 
for Deep 
Security/Trend Micro 
Certified Professional 
for Deep Discovery 
Advanced Threat 
Detection/ McAfee 
Epo certified 
professional 

Minimum 5  Years' of 
hands-on experience in 
managing end point 
security of any reputed 
organization(Preferably 
Banking or IT Sector) 
with at least 3 years as : 
(a).Level-3 resource in 
an organisation in the 
business of providing 
Endpoint Security 
Services, 

OR (b).As TAC resource in 
an OEM (in the field of 
network security devices 
such as AV, Proxy, App. 
Whitelisting, Drive 
Encryption) 

 Should have expert level 
knowledge of Endpoint 
Security, Patching  

 Should have expert 
knowledge of ITIL. 
 

 Sound analytical and 

troubleshooting skills, 

 Good team Management and 

co-ordination skills. 

Management of various 

projects and drive team for time 

bound completion. 

 Good communication skills-
both written and verbal 
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Name of the 
Post 

 

Scale No. of 

vacancies 

Age Educational Qualifications Other Preferred 
Qualifications / 
Certifications 

Work Experience Specific / Preferred Skill 

Senior 
Manager – IT 
 
(Security 
Analyst) 

 MMGS III 01 28-37 Minimum 60% Marks in  

B.E./ B. Tech/ B Sc Computer 

Science/ Information Technology/ 

Electronics/ Electrical & 

Electronics/ Electronics & 

Communication OR  

MCA / M. Sc. (Computer science/ 

IT) / M. Tech in Computer Science/ 

Information Technology/ 

Electronics/ Electrical & 

Electronics/ Electronics & 

Communication 

OR  

Equivalent. 

 

(# Institute should be recognized/ 

approved by Government bodies/ 

AICTE) 
 

 

- CompTIA Security+ 
    - CompTIA 
Cybersecurity Analyst 
(CSA+) 
    - Certified 
Information Systems 
Security Professional 
(CISSP) 

 

- Minimum 5 years of 
experience in cybersecurity 
or related field 
- Experience in monitoring 
and analyzing security 
event logs and network 
traffic 
- Experience in identifying 
and responding to security 
incidents 
- Experience in conducting 
vulnerability assessments 
and penetration testing 
- Experience in 
implementing security 
controls and measures to 
prevent security breaches 
 

 Proficiency in operating systems 
such as Windows, Linux, and 
macOS 

 Knowledge of network protocols 
and devices such as routers, 
switches, and firewalls 

 Familiarity with security 
technologies such as intrusion 
detection systems, antivirus 
software, and encryption 

 Experience with security 
information and event 
management (SIEM) systems 

 Strong analytical and problem-
solving skills 

 Ability to analyze complex security 
data and identify trends and 
patterns 

 Experience in using data analytics 
tools such as Splunk, ELK, or 
Tableau 
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Name of the 
Post 
 

Scale No. of 

vacancies 

Age Educational Qualifications Other Preferred 
Qualifications / 
Certifications 

Work Experience Specific / Preferred Skill 

Senior 
Manager-IT 
 
(Security 
Architect) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

MMGS III 01 28-37 
 

Minimum 60% Marks in  

B.E./ B. Tech/ B Sc in Computer 

Science/ Information Technology/ 

Electronics/ Electrical & 

Electronics/ Electronics & 

Communication  

OR  

MCA / M. Sc. (Computer science/ 

IT)/ M.Tech in Computer Science/ 

Information Technology/ 

Electronics/ Electrical & 

Electronics/ Electronics & 

Communication  

OR  

Equivalent. 

 

(# Institute should be recognized/ 

approved by Government bodies/ 

AICTE) 

 

- Certified Information 
Systems Security 
Professional (CISSP) 
- Certified Information 
Security Manager 
(CISM) 
- Certified Cloud 
Security Professional 
(CCSP) 
 

- Minimum 5 years of 
experience in information 
security, with a focus on 
security architecture 
- Experience in designing 
and implementing secure 
architectures for 
applications, systems, and 
networks 
- Experience with security 
technologies such as 
firewalls, intrusion 
detection systems, and 
encryption 
- Experience with cloud 
security and compliance 
frameworks such as AWS, 
Azure, and Google Cloud 
- Experience with security 
standards and regulations 
such as HIPAA, PCI-DSS, 
and GDPR 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 Proficiency in security architecture 
frameworks such as TOGAF, 
SABSA, and Zachman 

 Experience with security 
technologies such as firewalls, 
intrusion detection systems, and 
encryption 

 Knowledge of cloud security and 
compliance frameworks such as 
AWS, Azure, and Google Cloud 

 Familiarity with security standards 
and regulations such as HIPAA, 
PCI-DSS, and GDPR 
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Name of the 
Post 
 

Scale No. of 

vacancies 

Age Educational Qualifications Other Preferred 
Qualifications / 
Certifications 

Work Experience Specific / Preferred Skill 

Senior 
Manager – 
IT 
 

(Network 
Security/ 
Network 
Operation) 

MMGS III 05 28-37 

 

Minimum 60% Marks in  

B.E./ B. Tech/ B Sc in Computer 

Science/ Information Technology/ 

Electronics/ Electrical & 

Electronics/ Electronics & 

Communication  

OR  

MCA / M. Sc. (Computer science/ 

IT)/ M. Tech in Computer 

Science/ Information Technology/ 

Electronics/ Electrical & 

Electronics/ Electronics & 

Communication 

 OR  

Equivalent. 

 

(# Institute should be recognized/ 

approved by Government bodies/ 

AICTE) 

  

 

 

 

Professional level 

certifications in 

Network Firewall from 

any of following 

OEMs:CISCO, Palo 

Alto, Checkpoint, 

Juniper, Fortinet.  

Example: CCNP 

Security, JNCIP-

SEC, PCNSA, CCSE 

Preferred: 
Candidates having 
expert level 
certifications in 
Firewall shall be 
preferred. 

Minimum 5 years of hands-
on experience in IT, of 
which minimum 3 years’ 
experience in design and 
operation of Wide Area 
Network , Routing , 
Switching  

 Should have expert level 
knowledge of IT Security, 
routing and switching protocol 
and networking devices. 

 Experience on multiple 
environments and be 
comfortable with complex 
heterogeneous systems 
environments. 

 Sound analytical and 
troubleshooting skills.  

 Good team Management and 
co-ordination skills.  

 Knowledge of IPv4, IPv6, TCP, 
DHCP etc. 

 Hands-on experience in Cisco 
NGFW / Checkpoint Firewall 
administration 

 Hands-on experience on 
managing Software Defined 
Network 

 Hands-on experience in 
managing  

 SDWAN  
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Name of the 
Post 

 

Scale No. of 

vacancies 

Age Educational Qualifications Other Preferred 

Qualifications / 

Certifications 

Work Experience Specific / Preferred Skill 

Senior 
Manager -IT 
 

(Full stack Java 
Developer) 

MMGS III 03 28-37 

 

Minimum 60% Marks in  

B.E./ B. Tech/ B Sc in Computer 

Science/ Information Technology/ 

Electronics/ Electrical & 

Electronics/ Electronics & 

Communication  

OR  

MCA / M. Sc. (Computer science/ 

IT)/ M. Tech in Computer 

Science/ Information Technology/ 

Electronics/ Electrical & 

Electronics/ Electronics & 

Communication 

 OR  

Equivalent. 

 

 

(# Institute should be recognized/ 

approved by Government bodies/ 

AICTE) 

 

• Java Certification 

from Oracle. 

• Spring Certified 

Professional 

• Oracle Certified 

Professional, Java 

SE 8 Programmer 

• Oracle Database 

PL/SQL Certification 

 

 

5 years of experience in 
two or more of the 
following: 
- Experienced in server-
side technologies like 
Java or NodeJS and 
modern tools to build 
RESTful web services, 
Open-Source 
Frameworks - Hibernate, 
Spring & Spring boot, 
JavaScript and web 
Microservices, APIs, and 
database technologies  
- Web technologies, Java, 
JEE, MVC, APIs, SOA 
Frameworks, Web 
Services -REST style. 
- Development 
experience using Oracle 
PL/SQL, Experience with 
Oracle versions 12c, 19c 
- Test tools such as JUnit, 
Selenium, Cucumber, 
RPA tools, JMeter, Rest-
assured or WireMock. 
- Knowledge of CI/CD 
tools  
- Performance testing, 
regression testing, 
functional testing, API 
testing and Backend 
testing. 
- Testing variety of mobile 
applications. 

(Training & Teaching 
experience) 

 Java 8.0 and above 

 Database: Oracle 12c or 
19c 

 Angular 

 REST API 

 Spring 

 PL/SQL 

 OS: Linux, Windows 

 IBM DB2, MS SQL 
Server. 

 JAVA, PHP/.NET, 

 Basic Unix/Linux 
Commands 

 Experience with secure 
coding practices. 

 Code Repository 
(GitHub, SVN etc.), and 
Web server like Tomcat 
etc 

 Experience in 
project/program 
management. 

 Knowledge of Defect 
management lifecycle 
and defect management 
tools such as Jira/ 
Bugzilla etc. 

 API testing experience 
with tools such as 
Postman/ARC 
/ReadyAPI 
/Swagger/Soap UI etc. 
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Name of the 
Post 

 

Scale No. of 

vacancies 

Age Educational Qualifications Other Preferred 

Qualifications / 

Certifications 

Work Experience Specific / Preferred 
Skill 

Senior 
Manager -IT 
 
(Developme
nt Security 
Operation) 

MMGS III 02 28-37 

 

Minimum 60% Marks in  

B.E./ B. Tech/ B Sc in Computer 

Science/ Information Technology/ 

Electronics/ Electrical & 

Electronics/ Electronics & 

Communication  

OR  

MCA / M. Sc. (Computer science/ 

IT)/ M. Tech in Computer 

Science/ Information Technology/ 

Electronics/ Electrical & 

Electronics/ Electronics & 

Communication 

 OR  

Equivalent. 

 

 

(# Institute should be recognized/ 

approved by Government bodies/ 

AICTE) 

 

 

 

 

 

 

- Certified Information 
Systems Security 
Professional (CISSP) 
- Certified Cloud 
Security Professional 
(CCSP) 
- Certified 
DevSecOps Engineer 
(CDSOE 

 

- Minimum 5 years of 
experience in software 
development, 
cybersecurity, or related 
field 
- Experience in developing 
and implementing secure 
software development 
lifecycle (SDLC) processes 
- Experience in integrating 
security into DevOps 
pipelines using tools such 
as Jenkins, GitLab, or 
CircleCI 
- Experience in conducting 
threat modeling, 
vulnerability assessments, 
and penetration testing 
- Experience in 
implementing security 
controls and measures 
to prevent security 
breaches 

 Proficiency in programming 
languages such as Java, Python, 
or C# 

 Experience with cloud computing 
platforms such as AWS, Azure, or 
Google Cloud 

 Familiarity with containerization 
tools such as Docker or 
Kubernetes 

 Experience with security tools 
such as OWASP ZAP, Burp Suite, 
or Nessus 

 Experience with DevOps tools 
such as Jenkins, GitLab, or 
CircleCI 

 Knowledge of security 
orchestration, automation, and 
response (SOAR) tools 

 Familiarity with continuous 
integration and continuous 
deployment (CI/CD) pipelines 
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Name of the 
Post 

 

Scale No. of 

vacancies 

Age Educational Qualifications Other Preferred 
Qualifications / 
Certifications 

Work Experience Specific / Preferred Skill 

Senior 
Manager -IT 
 
(Test 
Architect) 

MMGS III 01 28-37 

 

Minimum 60% Marks in  

B.E./ B. Tech/ B Sc in Computer 

Science/ Information Technology/ 

Electronics/ Electrical & 

Electronics/ Electronics & 

Communication  

OR  

MCA / M. Sc. (Computer science/ 

IT)/ M. Tech in Computer 

Science/ Information Technology/ 

Electronics/ Electrical & 

Electronics/ Electronics & 

Communication 

 OR  

Equivalent. 

 

 

(# Institute should be recognized/ 

approved by Government bodies/ 

AICTE) 

 

- Certified Software 
Test Engineer 
(CSTE) 
- Certified Test 
Manager (CTM) 
- ISTQB Certified 
Tester Foundation 
Level (CTFL) 
 

- Minimum 5 years of 
experience in software 
testing, with at least 2-3 
years in a leadership or 
architecture role 
- Experience in designing 
and implementing testing 
strategies and 
architectures 
- Experience in leading 
cross-functional teams and 
collaborating with 
stakeholders 
- Experience in working 
with Agile and DevOps 
methodologies 
- Experience in using 
testing tools and 
technologies such as 
Selenium, Appium, or JIRA 
 

 Proficiency in programming 
languages such as Java, Python, 
or C# 

 Experience with testing 
frameworks and tools such as 
TestNG, PyUnit, or Cucumber 

 Familiarity with cloud computing 
platforms such as AWS, Azure, or 
Google Cloud 

 Experience with containerization 
tools such as Docker or 
Kubernetes 

 Experience with testing 
methodologies such as Agile, 
Scrum, or Waterfall 

 Knowledge of testing types such 
as unit testing, integration testing, 
or system testing 

 Experience with test automation 
frameworks and tools 
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Name of the 
Post 

 

Scale No. of 

vacancies 

Age Educational Qualifications Other Preferred 
Qualifications / 
Certifications 

Work Experience Specific / Preferred Skill 

Senior 
Manager -IT 
 
(Patch 
Management) 

MMGS III 02 28-37 

 

Minimum 60% Marks in  

B.E./ B. Tech/ B Sc in Computer 

Science/ Information Technology/ 

Electronics/ Electrical & 

Electronics/ Electronics & 

Communication  

OR  

MCA / M. Sc. (Computer science/ 

IT)/ M. Tech in Computer 

Science/ Information Technology/ 

Electronics/ Electrical & 

Electronics/ Electronics & 

Communication 

 OR  

Equivalent. 

 

 

(# Institute should be recognized/ 

approved by Government bodies/ 

AICTE) 

 

 

 

 

 

- CompTIA Security+ 
- CompTIA Server+ 
- Certified Information 
Systems Security 
Professional (CISSP) 
 

- Minimum 5 years of 
experience in IT, with a 
focus on patch 
management and 
vulnerability management 
- Experience in managing 
and deploying patches for 
operating systems, 
applications, and firmware 
- Experience in using patch 
management tools such as 
SCCM, WSUS, or Ansible 
- Experience in conducting 
vulnerability assessments 
and penetration testing 
- Experience in working 
with IT service 
management frameworks 
such as ITIL 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 Proficiency in operating systems 
such as Windows, Linux, or 
macOS 

 Experience with patch 
management tools such as 
SCCM, WSUS, or Ansible 

 Familiarity with vulnerability 
scanning tools such as Nessus, 
OpenVAS, or Qualys 

 Knowledge of scripting languages 
such as PowerShell, Python, or 
Bash 

 Strong analytical and problem-
solving skills 

 Ability to analyze complex 
technical data and identify trends 
and patterns 

 Experience in using data analytics 
tools such as Excel, Tableau, or 
Power BI 
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Name of the 
Post 

 

Scale No. of 

vacancies 

Age Educational Qualifications Other Preferred 
Qualifications / 
Certifications 

Work Experience Specific / Preferred Skill 

Senior 
Manager -IT 

 
(Cloud 
Operations) 

MMGS III 02 28-37 

 

Minimum 60% Marks in  

B.E./ B. Tech/ B Sc in Computer 

Science/ Information Technology/ 

Electronics/ Electrical & 

Electronics/ Electronics & 

Communication  

OR  

MCA / M. Sc. (Computer science/ 

IT)/ M. Tech in Computer 

Science/ Information Technology/ 

Electronics/ Electrical & 

Electronics/ Electronics & 

Communication 

OR  

Equivalent. 

 

(# Institute should be recognized/ 

approved by Government bodies/ 

AICTE) 

 

- AWS Certified 
Cloud Practitioner 
- Microsoft Certified: 
Azure Administrator 
Associate 
- Google Cloud 
Certified - 
Professional Cloud 
Developer 
 

- Minimum 5 years of 
experience in IT 
operations, with at least 2-3 
years in a cloud operations 
role 
- Experience in managing 
and operating cloud-based 
infrastructure and 
applications 
- Experience in working 
with cloud providers such 
as AWS, Azure, or Google 
Cloud 
- Experience in 
implementing and 
managing cloud security, 
compliance, and 
governance 
- Experience in working 
with DevOps tools and 
methodologies 
 

 Proficiency in cloud computing 
platforms such as AWS, Azure, or 
Google Cloud 

 Experience with cloud 
management tools such as 
CloudFormation, Azure Resource 
Manager, or Google Cloud 
Deployment Manager 

 Familiarity with containerization 
tools such as Docker or 
Kubernetes 

 Knowledge of scripting languages 
such as Python, PowerShell, or 
Bash 

 Experience in managing and 
operating cloud-based 
infrastructure and applications 

 Knowledge of IT service 
management frameworks such as 
ITIL 

 Experience in implementing and 
managing cloud security, 
compliance, and governance 

 Familiarity with disaster recovery 
and business continuity planning 

 Experience in working with 
DevOps tools such as Jenkins, 
GitLab, or CircleCI 

 Familiarity with continuous 
integration and continuous 
deployment (CI/CD) pipelines 

 Knowledge of infrastructure as 
code (IaC) tools such as 
Terraform or CloudFormation 
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Name of the 
Post 

 

Scale No. of 

vacancies 

Age Educational Qualifications Other Preferred 
Qualifications / 
Certifications 

Work Experience Specific / Preferred Skill 

Senior 
Manager -IT 

 
 (Compliance) 

MMGS III 01 28-37 

 

Minimum 60% Marks in  

B.E./ B. Tech/ B Sc in Computer 

Science/ Information Technology/ 

Electronics/ Electrical & 

Electronics/ Electronics & 

Communication  

OR  

MCA / M. Sc. (Computer science/ 

IT)/ M. Tech in Computer 

Science/ Information Technology/ 

Electronics/ Electrical & 

Electronics/ Electronics & 

Communication 

 OR Equivalent. 

(# Institute should be recognized/ 

approved by Government bodies/ 

AICTE) 

 

 

 

 

 

 

 

 

- Certified 
Compliance 
Professional (CCP) 
- Certified Anti-Money 
Laundering Specialist 
(CAMS) 
- Certified Information 
Systems Security 
Professional (CISSP) 
 

- Minimum 5 years of 
experience in compliance, 
risk management, or 
related field 
- Experience in developing 
and implementing 
compliance programs and 
policies 
- Experience in conducting 
risk assessments and 
audits 
- Experience in working 
with regulatory agencies 
and responding to 
regulatory inquiries 
- Experience in managing 
and training compliance 
teams 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 Knowledge of compliance 
regulations and standards such as 
GDPR, HIPAA, or SOX 

 Familiarity with compliance 
software and tools such as 
compliance management systems 
or risk assessment tools 
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Name of the 
Post 

 

Scale No. of 

vacancies 

Age Educational Qualifications Other Preferred 
Qualifications / 
Certifications 

Work Experience Specific / Preferred Skill 

Senior 
Manager -IT 
 
(Security 
Engineer) 

MMGS III 01 28-37 

 

Minimum 60% Marks in  

B.E./ B. Tech/ B Sc in Computer 

Science/ Information Technology/ 

Electronics/ Electrical & 

Electronics/ Electronics & 

Communication  

OR  

MCA / M. Sc. (Computer science/ 

IT)/ M. Tech in Computer 

Science/ Information Technology/ 

Electronics/ Electrical & 

Electronics/ Electronics & 

Communication 

 OR  

Equivalent. 

 

(# Institute should be recognized/ 

approved by Government bodies/ 

AICTE) 

 

- CompTIA Security+ 
- CompTIA 
Cybersecurity Analyst 
(CSA+) 
- Certified Information 
Systems Security 
Professional (CISSP) 
 

- Minimum 5 years of 
experience in cybersecurity 
or related field 
- Experience in designing 
and implementing secure 
systems and architectures 
- Experience in conducting 
vulnerability assessments 
and penetration testing 
- Experience in 
implementing security 
controls and measures to 
prevent security breaches 
- Experience in working 
with security technologies 
such as firewalls, intrusion 
detection systems, and 
encryption 
 

 Proficiency in programming 
languages such as C, C++, Java, 
or Python 

 Experience with security 
technologies such as firewalls, 
intrusion detection systems, and 
encryption 

 Familiarity with cloud computing 
platforms such as AWS, Azure, or 
Google Cloud 

 Knowledge of containerization 
tools such as Docker or 
Kubernetes 

 Experience in conducting 
vulnerability assessments and 
penetration testing 

 Knowledge of security frameworks 
and regulations such as NIST 
Cybersecurity Framework or 
GDPR 

 Experience in implementing 
security controls and measures to 
prevent security breaches 

 Familiarity with incident response 
and disaster recovery planning 

 Strong analytical and problem-
solving skills 

 Ability to analyze complex security 
data and identify trends and 
patterns 

 Experience in using data analytics 
tools such as Splunk, ELK, or 
Table 
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Name of the 
Post 

Scale No. of 

vacancies 

Age Minimum Qualification & 

Certification 

Experience 

Senior 

Manager- IT 

With CISA 

/CISM/ CISSP 

qualifications 

 

MMGS III 05 28-40 

 

BASIC QUALIFICATION 
Essential:  
BE / B. Tech in Information 
Technology / Computer Science/ 
Electronics / Electronics & 
Instrumentations 
 
OTHER QUALIFICATION 
Essential 
CISA (Certified Information 
Security Auditor) / CISM (Certified 
Information Security Manager) / 
CISSP (Certified Information 
System Security Professional) 
 
Desirable:  ISO 27001: Lead 

Auditor / CEH /CRISC/C-CISO 

etc. Experience in VAPT tools 

like Nessus, Retina, SAINT and 

Kali Linux and other system 

tools. 

Minimum 5 years’ experience in Banking/BFSI/ CERT-In empanelled IT Advisory firms 
engaged in BFSI sector with 3 years’ experience in conducting Information Systems (IS) 
Audit/ Cyber Security Audit of Systems such as Core Banking Solution, Digital Payment 
channels, DC/DR Sites including Vulnerability Assessment & Penetration Testing, Cloud 
Security 
etc. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Senior 
Manager-IT 
(Security Cell) 

MMGS III 03 27-38 B.E./ B.Tech/ MCA/ B.Sc. in 
Computer Science or IT or 
Electronics 
 
 
Preferred: One Certificate out of 
CISSP/ CISM/ CISA/ CRISC/ 
CPENT/ OSCP/ eJPT/ CEH/ 
CGEIT 
 
 
 
 
 
 
 

 Minimum 5 years of IT experience in commercial banks/ financial companies / financial 
services organisations/ IT services companies/ Telecom companies/ Information Security 
companies with at least 3 years of relevant experience in similar roles 
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Name of the 
Post 

Scale No. of 
vacancies 

Age Minimum Qualification & 
Certification 

Skills & Job Description/ 
Key Responsibilities 

Experience 

Senior Manager 
–  
ETL Developer 
Informatica/ 
Spark 

MMGS-III 01 28-37 Mandatory: B.Tech/ MCA 
Minimum 60% marks in the 
applicable qualification from 
above. 
Desirable: 
* Strong problem solving and 
troubleshooting skills with the 
ability to exercise mature 
judgement. 
* Ability to work independently, 
manage small engagements or 
parts of large engagements 
 

Extract, transform, load 
(ETL) developers are 
responsible for extracting 
and copying business data 
and loading it into a data 
warehousing environment. 
 
Understanding and 
managing of the existing 
integrations. New 
Integration with different 
source systems 

Minimum experience of 5 years in the Banking or Financial 
Services, out of which minimum 3 years should be in 
Informatica/Goldengate/ DataStage or any extraction tool in 
any public sector Bank/ Private Sector Bank/ NBFCs/ Large 
Organisations 

Senior Manager 
-  ML Ops Full 
Stack Developer 

MMGS-III 01 28-37 Mandatory: B.Tech/ MCA 
Minimum 60% marks in the 
applicable qualification from 
above. 
Desirable: 
* Strong problem solving and 
troubleshooting skills with the 
ability to exercise mature 
judgement. 
* Ability to work independently, 
manage small engagements or 
parts of large engagements 

Deploy ML and DL Models to 
production. 
 
Optimize the model 
performance, latency, 
memory and throughput. 
 
Conduct interference testing 
on hardware, version control 
of models , metadata, 
experiments. 
 
Monitor model performance, 
maintenance, debugging, 
optimize deployment 
workflow. 
 
Design and develop AI 
solutions to address process 
automation challenges by 
applying Machine Learning 
models, Deep Learning, 
Classification models, 
statistical methods and 
NLU/NLP 
 

Minimum experience of 5 years in the Banking or Financial 
Services, out of which minimum 3 years should be in any 
public sector Bank/ Private Sector Bank/ NBFCs/ Large 
Organisations. Experience in model versioning, model and 
data lineage, monitoring, model hosting and deployment, 
model optimization, scalability, orchestration,continuous 
learning, Automated pipelines 
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Name of the 
Post 

Scale No. of 
vacancies 

Age Minimum Qualification & 
Certification 

Skills & Job Description/ 
Key Responsibilities 

Experience 

Senior Manager 
- System Admin 
RHEL, 
Openshift 

MMGS-III 01 28-37 Mandatory: B.Tech/ MCA 
Minimum 60% marks in the 
applicable qualification from 
above. 
Desirable: 
* Strong problem solving and 
troubleshooting skills with the 
ability to exercise mature 
judgement. 
* Ability to work independently, 
manage small engagements or 
parts of large engagements 

Administration of Red Hat 
Enterprise Linux (RHEL) 
system and Administration 
of OpenShift Dedicated 
cluster with Customer 
Cloud Subscriptions (CCS). 
 
Able to manage the file 
system, OS , Container 
environment. 
 
Manage Devops. 
 
Manage support, and 
maintain Linux installed 
systems. 
 
Install upgrade and 
maintain Linux based 
systems. 
 
Ensure security of systems 
and data. 
 
Manage system backups, 
restore, and recovery. 
 
Manage and maintain 
printers and scanners. 
 
Manage user accounts , 
groups, and services 
 
 
 
 
 
 

Minimum experience of 5 years in the Banking or Financial 
Services, out of which minimum 3 year should be in 
administration of RHEL and Openshift 
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Name of the 
Post 

Scale No. of 
vacancies 

Age Minimum Qualification & 
Certification 

Skills & Job Description/ 
Key Responsibilities 

Experience 

Senior Manager 
-SAS Viya 
Administrator 

MMGS-III 01 28-37 Mandatory: B.Tech/ MCA 
Minimum 60% marks in the 
applicable qualification from 
above. 
Desirable: 
* Strong problem solving and 
troubleshooting skills with the 
ability to exercise mature 
judgement. 
* Ability to work independently, 
manage small engagements or 
parts of large engagements. 

Monitor, log and 
troubleshoot a SAS Viya 
environment. Manage 
identities and users. 
Manage content and 
functionality.  
 
Working on all of the day-
to-day tasks associated 
with the Statistical Analysis 
System software, including 
knowing how to set-up, 
configure and install the 
software on a server. 
 
Perform all core inSync 
activities such as 
configuring, managing and 
monitoring in Sync. 
 
 

Minimum experience of 5 years in the Banking or Financial 
Services, out of which minimum 3 year should be in SAS 

Senior Manager 
- Digital 
Marketing 
Specialist 

MMGS-III 01 28-37 Mandatory: B.Tech/ MCA 
Minimum 60% marks in the 
applicable qualification from 
above. 
Desirable: 
* Strong problem solving and 
troubleshooting skills with the 
ability to exercise mature 
judgement. 
* Ability to work independently, 
manage small engagements or 
parts of large engagements. 

 Responsible for Build, 
execute and scale end-to-
end digital marketing 
roadmap for the bank. 

 Liaise with key 
stakeholders to devise, plan 
and execute a 
comprehensive digital 
strategy and integrate into 
existing systems for carrying 
out Digital Marketing. 

 Review new technologies 
and keep the Bank at the 
forefront of developments in 
digital marketing and 
customer experience. 
 

Minimum experience of 5 years in the Banking or Financial 
Services, out of which minimum 3 years should be in Digital 
Marketing in any public sector Bank/ Private Sector Bank/ 
NBFCs/ Large Organisations. 
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Name of the 
Post 

Scale No. of 
vacancies 

Age Minimum Qualification & 
Certification 

Skills & Job Description/ 
Key Responsibilities 

Experience 

Senior Manager 
- Nosql 
Database 
Administrator 

MMGS-III 01 28-37 Mandatory: B.Tech/ MCA 
Minimum 60% marks in the 
applicable qualification from 
above. 
Desirable: 
* Strong problem solving and 
troubleshooting skills with the 
ability to exercise mature 
judgement. 
* Ability to work independently, 
manage small engagements or 
parts of large engagements. 
 
 
 
 
 

Develop and implement 
data models, schemas and 
structures to support 
efficient data storage and 
retrieval.  
 
Ensure database security 
by implementing 
appropriate access controls 
and encryption protocols 

Minimum experience of 5 years in the Banking or Financial 
Services, out of which minimum 3 years should be in 
Database Administration in any public sector Bank/ Private 
Sector Bank/ NBFCs/ Large Organisations 

Senior Manager 
- Oracle 
Database 
Administrator 

MMGS-III 01 28-37 Mandatory: B.Tech/ MCA 
Minimum 60% marks in the 
applicable qualification from 
above. 
Desirable: 
* Strong problem solving and 
troubleshooting skills with the 
ability to exercise mature 
judgement. 
* Ability to work independently, 
manage small engagements or 
parts of large engagements 

Design Datawarehouse, 
Data Models, OLAP 
system. 
 
Fine tune the System, 
Manage roles and 
Privileges. 
 
Prepare a design for all 
metadata relating to various 
Extract/ Transform/ Load 
(ETL) processes. Create 
both logical and physical 
data models. 
 
Analyze all the needed 
datawarehouse activities 
and identify what essential 
resources they require. 
 

Minimum experience of 5 years in the Banking or Financial 
Services, out of which minimum 3 years should be in 
Oracle/Datawarehouse Management/ Database 
Administration preferably on Banking Projects. 
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Name of the 
Post 

Scale No. of 
vacancies 

Age Minimum Qualification & 
Certification 

Skills & Job Description/ 
Key Responsibilities 

Experience 

Senior Manager 
- API Developer 

MMGS-III 01 28-37 Mandatory: B.Tech/ MCA 
Minimum 60% marks in the 
applicable qualification from 
above. 
Desirable: 
* Strong problem solving and 
troubleshooting skills with the 
ability to exercise mature 
judgement. 
* Ability to work independently, 
manage small engagements or 
parts of large engagements 

1. Core Programming Skills 
• Proficiency in a 
programming language: 
Java (Spring Boot, Jersey), 
Python (Flask, Django), 
JavaScript (Node.js, 
Express.js, Nest.js), C# 
(ASP.NET Core) etc., 
based on the tech stack. 
• Experience with REST 
and SOAP: Understanding 
how Restful APIs work, 
including resource 
modelling and SOAP APIs 
for older systems. 
• Knowledge of building 
microservices and 
deploying APIs within 
frameworks. 
2. API Design and 
Documentation. 
• OpenAPI/Swagger: 
Experience in documenting 
APIs using Swagger or 
OpenAPI specifications. 
• Postman/Insomnia: 
Familiarity with tools for 
testing and debugging 
APIs. 
• API security principles: 
Implementing 
authentication mechanisms 
like OAuth2, JWT or API 
keys. 
3. API Security. 
• Encryption: Experience 
with AES/RSA encryption, 
SSL/TLS for secure 
communication. 

Minimum experience of 5 years in the Banking or Financial 
Services, out of which minimum 3 years should be in API 
development preferably on Banking Projects. 
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• Security frameworks: 
Knowledge of SAST/DAST 
tools and API security best 
practices like input 
validation, rate limiting, and 
CORS handling. 
• Authentication: 
Implementing secure 
authentication using 
OAuth2, JWT, or API Keys 
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Name of the 
Post 

Scale No. of 
vacancies 

Age Minimum Qualification & 
Certification 

Skills & Job Description/ 
Key Responsibilities 

Experience 

Senior Manager 
– ETL Tester  

MMGS-III 01 28-37 Mandatory: B.Tech/ MCA 
Minimum 60% marks in the 
applicable qualification from 
above. 
Desirable: 
* Strong problem solving and 
troubleshooting skills with the 
ability to exercise mature 
judgement. 
* Ability to work independently, 
manage small engagements or 
parts of large engagements 

Prepare and plan for testing 
by developing a testing 
strategy, a test plan and test 
cases for the process.  
 
Analyze source data for 
data quality concerns 
throughout the ETL 
process. Execute test cases 
to validate the ETL process. 

Minimum experience of 5 years in the Banking or Financial 
Services, out of which minimum 3 years should be in ETL, 
Informatica/Goldengate/ DataStage or any extraction tool 
preferably on Banking Projects. 

Senior Manager 
- Gen AI 
Developer 

MMGS-III 01 28-37 Mandatory: B.Tech/ MCA 
Minimum 60% marks in the 
applicable qualification from 
above. 
Desirable: 
* Strong problem solving and 
troubleshooting skills with the 
ability to exercise mature 
judgement. 
* Ability to work independently, 
manage small engagements or 
parts of large engagements 

Review data, refine 
algorithms and train models 
to improve accuracy. 
Answer business 
challenges using AI 
software. 
 
Design, develop, implement 
and monitor AI systems. 
Explain AI systems to top 
management and 
stakeholders. 
 
Develop data ingest and 
data transformation 
architecture. 
 
Troubleshoot and resolve 
issues related to generative 
AI models and 
implementations. Create 
and maintain 
documentation for 
generative AI models and 
their applications 
 

Minimum experience of 5 years in the Banking or Financial 
Services, out of which minimum 3 years should be in AI 
preferably on Banking Projects 
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Name of the 
Post 

Scale No. of 
vacancies 

Age Minimum Qualification & 
Certification 

Skills & Job Description/ 
Key Responsibilities 

Experience 

Senior Manager 
- Fintech 

MMGS-III 02 28-37 Mandatory: B.Tech/ MCA 
Minimum 60% marks in the 
applicable qualification from 
above. 
Desirable: 
* Strong problem solving and 
troubleshooting skills with the 
ability to exercise mature 
judgement. 
* Ability to work independently, 
manage small engagements or 
parts of large engagements. 

 Responsible for coding, 
testing and debugging 
applications to ensure 
smooth and secure 
functioning. Collaborate 
with UX designers to create 
a seamless user 
experience, integrating 
features such as mobile 
banking, lending, budgeting 
and payment gateways. 

 Responsible for API 
Integration, identification of 
add ons Fintech services 
for future requirements. 

 Create algorithms, 
Research, analyze and 
forecast market trends to 
make modeling decisions. 

Minimum experience of 5 years in the Banking or Financial 
Services, out of which minimum 3 years should be in Fintech 
in any public sector Bank/ Private Sector Bank/ NBFCs/ 
Large Organisations. 
 
 
 
 
 
 
 
 
 

Senior Manager 
- Project 
Manager 

MMGS-III 03 28-37 Mandatory: B.Tech/ MCA 
Minimum 60% marks in the 
applicable qualification from 
above. 
Desirable: 
* Strong problem solving and 
troubleshooting skills with the 
ability to exercise mature 
judgement. 
* Ability to work independently, 
manage small engagements or 
parts of large engagements 

 Responsible for planning, 
organizing and directing the 
completion of specific 
projects for the Bank while 
ensuring these projects are 
on time, on budget and 
within scope.  

 Oversee every aspect of 
the project, ensuring it stays 
within the budget and 
meets the required quality 
standards.  

 Managing timelines and 
resources to prevent delays 
and unexpected changes to 
the project’s scope 
 
 
 

Minimum experience of 5 years in the Banking or Financial 
Services, out of which minimum 3 years should be in any 
public sector Bank/ Private Sector Bank/ NBFCs/ Large 
Organisations. 
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Name of the 
Post 

Scale No. of 
vacancies 

Age Minimum Qualification & 
Certification 

Skills & Job Description/ 
Key Responsibilities 

Experience 

Senior Manager 
- Qlik BI 

Developer 

MMGS-III 01 28-37 Mandatory: B.Tech/ MCA 
Minimum 60% marks in the 
applicable qualification from 
above. 
Desirable: 
* Strong problem solving and 
troubleshooting skills with the 
ability to exercise mature 
judgement. 
* Ability to work independently, 
manage small engagements or 
parts of large engagements. 

Implement various data 
modeling , visualization and 
reporting techniques 
 
Create different types of 
charts for QlikSense 
Dashboard Analysis 
 
Implementing set analysis 
in Qliksense 
 
Provide input on proposing, 
evaluating and selecting 
appropriate design 
alternatives which meet 
functional requirements and 
are consistent with Bank’s 
current standards and 
processes 
 
Create and maintain 
technical design 
documentation 
 
Extracting, transforming 
and loading data from 
multiple sources into 
QlikSense applications. 
 
 
 
 
 
 
 
 
 
 

Minimum experience of 5 years in the Banking or Financial 
Services, out of which minimum 3 year should be in Qlik/ 
Power BI/ Tableau/ SAP BO reporting in any public sector 
Bank/ Private Sector Bank/ NBFCs / Large Organisations. 
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Name of the 
Post 

Scale No. of 
vacancies 

Age Minimum Qualification & 
Certification 

Skills & Job Description/ 
Key Responsibilities 

Experience 

Senior Manager 
- Windows - 
System 
Administrator 

MMGS-III 01 28-37 Mandatory: B.Tech/ MCA 
Minimum 60% marks in the 
applicable qualification from 
above. 
Desirable: 
* Strong problem solving and 
troubleshooting skills with the 
ability to exercise mature 
judgement. 
* Ability to work independently, 
manage small engagements or 
parts of large engagements. 

Responsible for maintaining 
the systems and servers of  
Windows operating system, 
Includes installing, 
configuring and supporting 
Windows based physical 
and virtual servers and 
deploying , testing 
Windows operating 
systems including virus 
updates, patches and 
performance tuning. 
 
Ensure that these systems 
run smoothly without 
interruptions. Key 
responsibilities include: 
Installing and configuring 
software and hardware: 
This includes operating 
systems and application 
software. Managing user 
accounts and permissions: 
Ensure only authorized 
users have access. 
 
 
 
 
 
 
 
 
 
 
 
 
 

Minimum experience of 5 years in the Banking or Financial 
Services, out of which minimum 3 year should be in Windows 
administration in any public sector Bank/ Private Sector 
Bank/ NBFCs / Large Organisations. 
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Name of the 
Post 

Scale No. of 
vacancies 

Age Minimum Qualification & 
Certification 

Skills & Job Description/ 
Key Responsibilities 

Experience 

 Senior Manager 
- Data Quality        
Developer  

MMGS-III 02 28-37 Mandatory: B.Tech/ MCA 
Minimum 60% marks in the 
applicable qualification from 
above. 
Desirable: 
* Strong problem solving and 
troubleshooting skills with the 
ability to exercise mature 
judgement. 
* Ability to work independently, 
manage small engagements or 
parts of large engagements. 

Responsible for designing, 
developing, testing, 
deploying and documenting 
a project's data quality 
procedures and its outputs. 
Creating new Data Quality 
rules as per the business 
requirement and deploy to 
the existing systems. 
 
Provide Data Quality 
Scorecards, Dash-Boards 
and Ad-Hoc reporting. 
 
Perform data load and 
mappings from source 
systems as the scope of 
quality information increase 
across the enterprise. 
 
Responsible for standards 
when creating mapplets 
and code migraration from 
development through test. 
 
New API connections. 
 
 
 
 
 
 
 
 
 
 
 
 

Minimum experience of 5 years of hands on experience in 
managing large Data Quality Programme in BFSI domain. 
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Name of the 
Post 

Scale No. of 
vacancies 

Age Minimum Qualification & 
Certification 

Skills & Job Description/ 
Key Responsibilities 

Experience 

Senior Manager 
- API Product 
Manager 

MMGS-III  01 28-37 Mandatory: B.Tech/ MCA 
Minimum 60% marks in the 
applicable qualification from 
above. 
Desirable: 
* Strong problem solving and 
troubleshooting skills with the 
ability to exercise mature 
judgement. 
* Ability to work independently, 
manage small engagements or 
parts of large engagements 
 

Responsible for developing 
and scale up API Banking 
with more Business Critical 
Open AI stack.  
 
Developing, designing, 
monitoring, testing, 
securing and analyzing 
APIs for Bank. 

Minimum experience of 5 years in the Banking or Financial 
Services, out of which minimum 3 years should be in API 
Banking in any public sector Bank/ Private Sector Bank/ 
NBFCs / Large Organisations. 

Senior Manager 
- Data Scientist  

MMGS-III 02 28-37 Mandatory: B.Tech/ MCA 
Minimum 60% marks in the 
applicable qualification from 
above. 
Desirable: 
* Strong problem solving and 
troubleshooting skills with the 
ability to exercise mature 
judgement. 
* Ability to work independently, 
manage small engagements or 
parts of large engagements. 

Develop data solutions and 
insights using data 
modeling, machine 
learning, statistics, 
analytics, mathematics and 
computer Science. 
Understand data structures 
using computer 
programming/ algorithms, 
explain complex data 
architectures to prepare 
data for analysis, and make 
sense out of data. 
 
Perform statistical analysis 
of large data sets to better 
understand trends and 
relationships between 
variables to inform 
predictive insights. 
 
Demonstrate ability to 
creatively employ new 
research tools to analyse 
data and derive unique 
insights for client, industries 

Minimum experience of 5 years in the Banking or Financial 
Services, out of which minimum 3 years should be in Data 
Science in any public sector Bank/ Private Sector Bank/ 
NBFCs / Large Organisations. 
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and market data. 
 
Communicate research 
findings using compelling 
visualizations and well 
written reports. Design and 
build data visualizations 
using diverse sets of 
structured and unstructured 
data. 
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Name of the 
Post 

Scale No. of 
vacancies 

Age Minimum Qualification & 
Certification 

Skills & Job Description/ 
Key Responsibilities 

Experience 

Senior Manager 
- Data 
Engineering 

MMGS-III 01 28-37 Mandatory: B.Tech/ MCA 
Minimum 60% marks in the 
applicable qualification from 
above. 
Desirable: 
* Strong problem solving and 
troubleshooting skills with the 
ability to exercise mature 
judgement. 
* Ability to work independently, 
manage small engagements or 
parts of large engagements. 

Responsible for  building 
systems that collect, 
manage and convert raw 
data into usable information 
for business analysts.  
 
Develop and maintain end 
to end data pipelines using 
ETL processes. Work 
closely with data science 
team to implement data 
analytics pipelines.  
 
Help define data 
governance policies and 
support data-versioning 
processes. 
 
Monitoring and maintaining 
existing pipelines. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Minimum experience of 5 years in the Banking or Financial 
Services, out of which minimum 3 years should be in Data 
Science in any public sector Bank/ Private Sector Bank/ 
NBFCs / Large Organisations. 
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Name of the 
Post 

Scale No. of 
vacancies 

Age Minimum Qualification & 
Certification 

Skills & Job Description/ 
Key Responsibilities 

Experience 

Senior Manager 
- Data Architect 

MMGS-III 01 28-37 Mandatory: B.Tech/ MCA 
Minimum 60% marks in the 
applicable qualification from 
above. 
Desirable: 
* Strong problem solving and 
troubleshooting skills with the 
ability to exercise mature 
judgement. 
* Ability to work independently, 
manage small engagements or 
parts of large engagements. 

Define architecture, system 
design, governance for 
data storage, distribution , 
retention and best practices 
for implementation & 
support of data storage & 
processing systems.  
 
Understand High Level 
Design (HLD) and Low 
Level Design (LLD) of the 
applications. 
 
Define architecture, design 
and governance standards 
for data modelling,analytics 
and reporting systems.  
 
Design conceptual and 
logical data models and 
flowcharts, maintain data 
catalogue for trusted data 
lineage etc.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Minimum experience of 5 years in the Banking or Financial 
Services, out of which minimum 3 years should be in Data 
Engineering or Data Science or Data Quality in any public 
sector Bank/ Private Sector Bank/ NBFCs / Large 
Organisations. 
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Name of the 
Post 

Scale No. of 
vacancies 

Age Minimum Qualification & 
Certification 

Experience 

Senior 
Manager- Risk  

MMGS III 09 25-35 Essential: 

Graduate/Post-graduate in any 

discipline from a 

University/Institution recognized 

by Govt. of India/approved by 

Govt. Regulatory bodies. 

And 

 Certificate in Financial Risk 

Management from Global 

Association of Risk (GARP).  

OR 

 Professional Risk 

Management Certification 

from PRIMA Institute. 

OR 

Masters in Math/Statistics or 
Econometrics with minimum of 
60% marks in aggregate from a 
University /Institution recognized 
by Govt. of India/approved by 
Govt. Regulatory bodies. 
(Minimum 55% for 
SC/ST/OBC/PwBD candidates). 
 
 

Overall 5 years of experience in Scheduled Commercial banks, with minimum 2 years of 
experience in the Risk Management department, preferably in head office/corporate office 
of any organization, presently working at Scale II/I designation or equivalent posts. 

Senior Manager-

Company 

Secretary 

MMGS III 01 31-40 

 

Company Secretary  Banking Experience: 5 Years 
Out of which  
Working Experience as an Officer: 4 Years 

Law Officers 

 

MMGS  II 17  

 

 

 

 

25-32 Graduate in law (3 years/ 5 years 

full time regular course) from a 

recognized University 

As on date of notification the candidate must possess professional experience of minimum 
4 years’ post qualification experience as practicing lawyer and/or with law firm and/or as law 
officer in any Bank/Financial Institution/ State or Central Government and/or as a judicial 
officer. The experience as above can be cumulative 
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Name of the 

Post 

Scale No. of 

vacancies 
Age Educational Qualifications Other Preferred 

Qualifications / 
Certifications 

Work Experience Specific / Preferred Skill 

Manager -IT 
 

(Performance 

Testing) 

MMGS  II 01 25-34 
 
 
 
 
 

 

Minimum 60% Marks in  

B.E./ B. Tech/ B Sc in Computer 

Science/ Information Technology/ 

Electronics/ Electrical & 

Electronics/ Electronics & 

Communication  

OR MCA / M. Sc. (Computer 

science/ IT)/ M. Tech in Computer 

Science/ Information Technology/ 

Electronics/ Electrical & 

Electronics/ Electronics & 

Communication 

OR  

Equivalent. 

 

(# Institute should be recognized/ 

approved by Government bodies/ 

AICTE) 

    - Certified Performance 
Tester (CPT) 
    - Certified Software 
Tester (CSTE) 
    - Certified Test Manager 
(CTM) 
 

- Minimum 3 years of 
experience in software 
testing, with at least 1-2 
years in performance testing 
- Experience in designing 
and executing performance 
tests for web-based 
applications, mobile 
applications, or enterprise 
software 
- Experience in using 
performance testing tools 
such as LoadRunner, 
JMeter, or Gatling 
- Experience in working with 
cross-functional teams, 
including development, 
operations, and quality 
assurance 
 

- Proficiency in 
programming languages 
such as Java, Python, or C# 
- Experience with 
performance testing tools 
such as LoadRunner, 
JMeter, or Gatling 
- Familiarity with cloud 
computing platforms such 
as AWS, Azure, or Google 
Cloud 
- Knowledge of 
containerization tools such 
as Docker or Kubernetes 
- Experience in designing 
and executing performance 
tests for web-based 
applications, mobile 
applications, or enterprise 
software 
- Knowledge of performance 
testing methodologies and 
techniques 
- Experience in analyzing 
performance test results 
and identifying bottlenecks 
- Strong analytical and 
problem-solving skills 
- Ability to analyze complex 
performance data and 
identify trends and patterns 
- Experience in using data 
analytics tools such as 
Excel, Tableau, or Power B 
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Name of the 
Post 

Scale No. of 

vacancies 
Age Educational Qualifications Other Preferred 

Qualifications / 
Certifications 

Work Experience Specific / Preferred Skill 

Manager -IT 
 
(Digital 
Payments)  

MMGS  II 02 25-34 Minimum 60% Marks in  

B.E./ B. Tech/ B Sc in Computer 

Science/ Information Technology/ 

Electronics/ Electrical & 

Electronics/ Electronics & 

Communication  

OR MCA / M. Sc. (Computer 

science/ IT)/ M. Tech in Computer 

Science/ Information Technology/ 

Electronics/ Electrical & 

Electronics/ Electronics & 

Communication 

OR  

Equivalent. 

 

(# Institute should be recognized/ 

approved by Government bodies/ 

AICTE) 

• CCNA/ RHCA/ MCSA 
• TOGAF/ ITIL Intermediate 
or higher level Certification  
• AWS Cloud Certification  
 
 
 
 
 
 
 
 
 
 

Minimum 3 years post basic 

qualification  

Experience in IT Industry/ 
BFSI or IT Vertical of an 
Organization as Infra 
Administrator out of which it 
is desired to have 
experience in Digital 
Payment Channels such as 
UPI, IMPS, RTGS, NEFT, 
NACH etc. 
 

 Hands on experience of 
Managing Digital payment 
channels such as UPI, 
IMPS, RTGS, NEFT, 
NACH etc. 

 Working knowledge with 
switching technologies 
and payment channels. 

 Developing and 
integrating solutions with 
Infrastructure and 
Application project teams 
for solid infrastructure 
automation using existing 
industry standards, best 
practices and know-hows 
fitting it into existing 
infrastructure and 
operations framework  

 Design, Plan & Execute 
projects using various 
technology solutions. 

 Monitoring LUN utilization 
and assist in capacity 
planning, storage systems 
and clusters 

  Manage logs, backups 
and tape inventory. 

  Escalating hardware and 
system-level problems to 
AMC Partners. 

  Hardening of servers as 
per bank policy  

  User administration, User 
access & activity review. 

  Infrastructure Capacity 
review & planning  
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  Performance 
improvement and 
automation of jobs 

    Above activities in all 
environments of 
application (production, 
DR, development and 
staging). 
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Name of the 
Post 

Scale No. of 

vacancies 
Age Educational Qualifications Other Preferred 

Qualifications / 
Certifications 

Work Experience Specific / Preferred Skill 

Manager -IT 
 
(Front end 
Java 
Developer) 

MMGS  II 02 25-34 Minimum 60% Marks in  

B.E./ B. Tech/ B Sc in Computer 

Science/ Information Technology/ 

Electronics/ Electrical & 

Electronics/ Electronics & 

Communication  

OR MCA / M. Sc. (Computer 

science/ IT)/ M. Tech in Computer 

Science/ Information Technology/ 

Electronics/ Electrical & 

Electronics/ Electronics & 

Communication 

OR  

Equivalent. 

 

(# Institute should be recognized/ 

approved by Government bodies/ 

AICTE) 

Java Certification from Oracle Minimum 3 years of post-

basic qualification software 

development experience in 

IT Industry/ Banking domain 

 Core JAVA 

 JE22 Tecnologies 

 Springboot 
Framework 

 Restful API, 
SOAP, Postman 

 Oracle Database, 
PL/SQL 

 HTML5 

 Angular 

 JavaScript 

 JQuery 

 CSS 

 AJAX 

Code Repository (GitHub, SVN 
etc.), and Web server like 
Tomcat etc 
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Name of the 
Post 

Scale No. of 

vacancies 
Age Educational Qualifications Other Preferred 

Qualifications / 
Certifications 

Work Experience Specific / 
Preferred Skill 

Manager -IT 
 
(Automation 
testing) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

MMGS  II 02 25-34 Minimum 60% Marks in  

B.E./ B. Tech/ B Sc in Computer 

Science/ Information Technology/ 

Electronics/ Electrical & 

Electronics/ Electronics & 

Communication  

OR  

MCA / M. Sc. (Computer science/ 

IT)/ M. Tech in Computer 

Science/ Information Technology/ 

Electronics/ Electrical & 

Electronics/ Electronics & 

Communication 

OR  

Equivalent. 

(# Institute should be recognized/ 

approved by Government bodies/ 

AICTE) 

Mandatory Work Experience 
- Automation Testing 

 

 

Prefered certification 

 ISTQB Fundamentals 

 

 

 

Minimum 3 years of post-

basic qualification software 

development experience in 

IT Industry/ Banking domain 

 Testing 
automation tools 
like selenium 

 Automation using 
java selenium 

 API test case 
execution using 
postman(Maven 
and Test NG 
Framework) 

 Strong knowledge 
of SQL queries 

 Knowledge of 
SDLC ,web 
application 
testing, Mobile 
application testing 

 Core java  

 HTML5  

 JavaScript 
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Name of the 
Post 

Scale No. of 

vacancies 
Age Educational Qualifications Other Preferred 

Qualifications / 
Certifications 

Work Experience Specific / 
Preferred Skill 

Manager -IT 
(System 
Administrator) 

MMGS  II 03 25-34 Minimum 60% Marks in  

B.E./ B. Tech/ B Sc in Computer 

Science/ Information Technology/ 

Electronics/ Electrical & 

Electronics/ Electronics & 

Communication 

OR  

MCA / M. Sc. (Computer science/ 

IT) / M. Tech in Computer 

Science/ Information Technology/ 

Electronics/ Electrical & 

Electronics/ Electronics & 

Communication 

OR Equivalent. 

(# Institute should be recognized/ 

approved by Government bodies/ 

AICTE) 

 

Red Hat/ Oracle Linux  

 

 

Minimum 3 years of post-

basic qualification software 

development experience in 

IT Industry/ Banking domain 

 Experience of 
UNIX based 
server/system 
administration.  

 Experience in 
RHEL/Windows 
will be plus. 

 Oracle WebLogic 
Server setup and 
administration. 

 Experience of 
working with 
different OS 
platforms like 
Windows/Linux/H
P-Ux/Solaris. 

 Oracle HTTP 
Server setup and 
administration. 

 Proficiency in 
Unix/Linux 
preferably in 
RHEL. 

 Unix and Shell 
Scripting 
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Name of the 
Post 

Scale No. of 
vacancies 

Age Minimum Qualification & 

Certification 

Experience 

Manager- IT 

With CISA/ 

CISM/ CISSP 

qualifications 

 

MMGS  II 05 27-35 BASIC QUALIFICATION 
Essential:  
BE / B. Tech in Information 
Technology / Computer Science/ 
Electronics / Electronics & 
Instrumentations 
 
OTHER QUALIFICATION  
Essential 
CISA (Certified Information 
Security Auditor) / CISM (Certified 
Information Security Manager) / 
CISSP (Certified Information 
System Security Professional) 
 
Desirable:  ISO 27001: Lead 

Auditor / CEH /CRISC/C-CISO 

etc. Experience in VAPT tools like 

Nessus, Retina, SAINT and Kali 

Linux and other system tools. 

 

 

 

 

 

 

 

 

WORK EXPERIENCE 
Minimum 3 years’ experience in Banking/BFSI/ CERT-In empanelled IT Advisory firms 
engaged in BFSI sector with 2 years’ experience in conducting Information Systems (IS) 
Audit/ Cyber Security Audit of Systems such as Core Banking Solution, Digital Payment 
channels, DC/DR Sites including Vulnerability Assessment & Penetration Testing, Cloud 
Security etc. 
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Name of the 

Post 

Scale No. of 
vacancies 

Age Minimum Qualification & 
Certification 

Skills & Job Description/ 
Key Responsibilities 

Experience 

Manager - ETL 

Developer 

Informatica/ 

Spark 

MMGS- II 02 25-32 Mandatory: B.Tech/ MCA 
Minimum 60% marks in the 
applicable qualification from 
above. 
Desirable: 
* Strong problem solving and 
troubleshooting skills with the 
ability to exercise mature 
judgement. 
* Ability to work independently, 
manage small engagements or 
parts of large engagements. 

Extract, transform, load 
(ETL) developers are 
responsible for extracting 
and copying business data 
and loading it into a data 
warehousing environment. 
 
Understanding and 
managing of the existing 
integrations. New 
Integration with different 
source systems.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Minimum experience of 3 years in the Banking or Financial 
Services, out of which minimum 1 year should be in 
Informatica/Goldengate/ DataStage or any extraction tool in 
any public sector Bank/ Private Sector Bank/ NBFCs/ Large 
Organisations.  
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Name of the 

Post 

Scale No. of 
vacancies 

Age Minimum Qualification & 
Certification 

Skills & Job Description/ 
Key Responsibilities 

Experience 

Manager - UI/ 

UX Developer 

MMGS-II 01 25-32 Mandatory: B.Tech/ MCA 
Minimum 60% marks in the 
applicable qualification from 
above. 
Desirable: 
* Strong problem solving and 
troubleshooting skills with the 
ability to exercise mature 
judgement. 
* Ability to work independently, 
manage small engagements or 
parts of large engagements. 

Responsible for creating 
user-centered designs for 
digital products, such as 
websites, mobile apps, and 
software interfaces. 
 
Primary focus is on 
enhancing user satisfaction 
and usability by improving 
the accessibility, efficiency, 
and aesthetics of the 
product. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Minimum experience of 3 years in the Banking or Financial 
Services, out of which minimum 1 years should be in any 
public sector Bank/ Private Sector Bank/ NBFCs/ Large 
Organisations. Designing a website, software, or product is 
easier when you follow these tried-and-tested concepts. 
Other concepts like color theory will also be required. 
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Name of the 

Post 

Scale No. of 
vacancies 

Age Minimum Qualification & 
Certification 

Skills & Job Description/ 
Key Responsibilities 

Experience 

Manager - 

System Admin 

RHEL, 

Openshift 

MMGS- II 02 25-32 Mandatory: B.Tech/ MCA 
Minimum 60% marks in the 
applicable qualification from 
above. 
Desirable: 
* Strong problem solving and 
troubleshooting skills with the 
ability to exercise mature 
judgement. 
* Ability to work independently, 
manage small engagements or 
parts of large engagements. 

Administration of Red Hat 
Enterprise Linux (RHEL) 
system and Administration 
of OpenShift Dedicated 
cluster with Customer 
Cloud Subscriptions (CCS). 
 
Able to manage the file 
system, OS , Container 
environment. 
 
Manage Devops. 
 
Manage, support and 
maintain Linux installed 
systems. 
 
Install, upgrade and 
maintain Linux based 
systems. 
 
Ensure security of systems 
and data. 
 
Manage system backups, 
restore and recovery. 
 
Manage and maintain 
printers and scanners. 
 
Manage user accounts, 
groups and services. 
 
 
 
 
 
 

Minimum experience of 3 years in the Banking or Financial 
Services, out of which minimum 1 year should be in 
administration of RHEL and Openshift 
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Name of the 

Post 

Scale No. of 
vacancies 

Age Minimum Qualification & 
Certification 

Skills & Job Description/ 
Key Responsibilities 

Experience 

Manager - API 

Developer 

MMGS-II 04 25-32 Mandatory: B.Tech/ MCA 
Minimum 60% marks in the 
applicable qualification from 
above. 
Desirable: 
* Strong problem solving and 
troubleshooting skills with the 
ability to exercise mature 
judgement. 
* Ability to work independently, 
manage small engagements or 
parts of large engagements. 

1.Core Programming Skills 
• Proficiency in a 
programming language: 
Java (Spring Boot, Jersey), 
Python (Flask, Django), 
JavaScript (Node.js, 
Express.js, Nest.js), C# 
(ASP.NET Core) etc., 
based on the tech stack. 
• Experience with REST 
and SOAP: Understanding 
how Restful APIs work, 
including resource 
modelling and SOAP APIs 
for older systems. 
• Knowledge of building 
microservices and 
deploying APIs within 
frameworks. 
2. API Design and 
Documentation 
• OpenAPI/Swagger: 
Experience in documenting 
APIs using Swagger or 
OpenAPI specifications. 
• Postman/Insomnia: 
Familiarity with tools for 
testing and debugging 
APIs. 
• API security principles: 
Implementing 
authentication mechanisms 
like OAuth2, JWT, or API 
keys. 
3. API Security 
• Encryption: Experience 
with AES/RSA encryption, 
SSL/TLS for secure 
communication. 

Minimum experience of 3 years in the Banking or Financial 
Services, out of which minimum 1 years should be in API 
development preferably on Banking Projects.  
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• Security frameworks: 
Knowledge of SAST/DAST 
tools and API security best 
practices like input 
validation, rate limiting, and 
CORS handling. 
• Authentication: 
Implementing secure 
authentication using 
OAuth2, JWT, or API Keys. 
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Name of the 

Post 

Scale No. of 
vacancies 

Age Minimum Qualification & 
Certification 

Skills & Job Description/ 
Key Responsibilities 

Experience 

Manager - Gen 

AI Developer 

MMGS-II 01 25-32 Mandatory: B.Tech/ MCA 
Minimum 60% marks in the 
applicable qualification from 
above. 
Desirable: 
* Strong problem solving and 
troubleshooting skills with the 
ability to exercise mature 
judgement. 
* Ability to work independently, 
manage small engagements or 
parts of large engagements. 

Review data, refine 
algorithms and train models 
to improve accuracy. 
Answer business 
challenges using AI 
software. 
 
Design, develop, implement 
and monitor AI systems. 
Explain AI systems to top 
management and 
stakeholders. 
 
Develop data ingest and 
data transformation 
architecture. 
 
Troubleshoot and resolve 
issues related to generative 
AI models and 
implementations. Create 
and maintain 
documentation for 
generative AI models and 
their applications. 
 
 
 
 
 
 
 
 
 
 
 
 
 

Minimum experience of 3 years in the Banking or Financial 
Services, out of which minimum 1 years should be in AI 
preferably on Banking Projects.  
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Name of the 

Post 

Scale No. of 
vacancies 

Age Minimum Qualification & 
Certification 

Skills & Job Description/ 
Key Responsibilities 

Experience 

 Manager - 

Fintech Officer  

MMGS- II 04 25-32 Mandatory: B.Tech/ MCA 
Minimum 60% marks in the 
applicable qualification from 
above. 
Desirable: 
* Strong problem solving and 
troubleshooting skills with the 
ability to exercise mature 
judgement. 
* Ability to work independently, 
manage small engagements or 
parts of large engagements. 

Responsible for coding, 
testing and debugging 
applications to ensure 
smooth and secure 
functioning. Collaborate 
with UX designers to create 
a seamless user 
experience, integrating 
features such as mobile 
banking, lending, budgeting 
and payment gateways. 
 
Responsible for API 
Integration, identification of 
add ons Fintech services 
for future requirements. 
 
Create algorithms, 
Research, analyze and 
forecast market trends to 
make modeling decisions. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Minimum experience of 3 years in the Banking or Financial 
Services, out of which minimum 1 years should be in Fintech 
in any public sector Bank/ Private Sector Bank/ NBFCs/ 
Large Organisations. 
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Annexure – I to Recruitment of Officers in various streams upto Scale IV Project No. 2024-25/1 Notice dated 01.01.2025 

Name of the 

Post 

Scale No. of 
vacancies 

Age Minimum Qualification & 
Certification 

Skills & Job Description/ 
Key Responsibilities 

Experience 

Manager - Qlik 

BI Developer 

MMGS- II 02 25-32 Mandatory: B.Tech/ MCA 
Minimum 60% marks in the 
applicable qualification from 
above. 
Desirable: 
* Strong problem solving and 
troubleshooting skills with the 
ability to exercise mature 
judgement. 
* Ability to work independently, 
manage small engagements or 
parts of large engagements. 

Implement various data 
modeling , visualization and 
reporting techniques 
 
Create different types of 
charts for QlikSense 
Dashboard Analysis 
 
Implementing set analysis 
in Qliksense 
 
Provide input on proposing, 
evaluating and selecting 
appropriate design 
alternatives which meet 
functional requirements and 
are consistent with Bank’s 
current standards and 
processes 
 
Create and maintain 
technical design 
documentation 
 
Extracting, transforming 
and loading data from 
multiple sources into 
QlikSense applications. 
 
 
 
 
 
 
 
 
 
 
 

Minimum experience of 3 years in the Banking or Financial 
Services, out of which minimum 1 year should be in Qlik/ 
Power BI/ Tableau/ SAP BO reporting in any public sector 
Bank/ Private Sector Bank/ NBFCs / Large Organisations. 
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Annexure – I to Recruitment of Officers in various streams upto Scale IV Project No. 2024-25/1 Notice dated 01.01.2025 

Name of the 

Post 

Scale No. of 
vacancies 

Age Minimum Qualification & 
Certification 

Skills & Job Description/ 
Key Responsibilities 

Experience 

Manager - API 

Product 

Manager 

MMGS-II 01 25-32 Mandatory: B.Tech/ MCA 
Minimum 60% marks in the 
applicable qualification from 
above. 
Desirable: 
* Strong problem solving and 
troubleshooting skills with the 
ability to exercise mature 
judgement. 
* Ability to work independently, 
manage small engagements or 
parts of large engagements. 
 
 

Responsible for developing 
and scale up API Banking 
with more Business Critical 
Open AI stack.  
 
Developing, designing, 
monitoring, testing, 
securing and analyzing 
APIs for Bank. 

Minimum experience of 3 years in the Banking or Financial 
Services, out of which minimum 1 years should be in API 
Banking in any public sector Bank/ Private Sector Bank/ 
NBFCs / Large Organisations. 

Manager - Data 

Engineering 

MMGS-II 01 25-32 Mandatory: B.Tech/ MCA 
Minimum 60% marks in the 
applicable qualification from 
above. 
Desirable: 
* Strong problem solving and 
troubleshooting skills with the 
ability to exercise mature 
judgement. 
* Ability to work independently, 
manage small engagements or 
parts of large engagements. 

Responsible for building 
systems that collect, 
manage and convert raw 
data into usable information 
for business analysts.  
 
Develop and maintain end 
to end data pipelines using 
ETL processes. Work 
closely with data science 
team to implement data 
analytics pipelines.  
 
Help define data 
governance policies and 
support data-versioning 
processes. 
 
Monitoring and maintaining 
existing pipelines. 

Minimum experience of 3 years in the Banking or Financial 
Services, out of which minimum 1 years should be in Data 
Science in any public sector Bank/ Private Sector Bank/ 
NBFCs / Large Organisations. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



Classification: Internal 
70 

Annexure – I to Recruitment of Officers in various streams upto Scale IV Project No. 2024-25/1 Notice dated 01.01.2025 

Name of the 

Post 

Scale No. of 
vacancies 

Age Minimum Qualification & 
Certification 

Experience 

Manager - Risk  MMGS II 05 22-35 Essential: 

Graduate/Post-graduate in any 

discipline from a 

University/Institution recognized 

by Govt. of India/approved by 

Govt. Regulatory bodies. 

And 

 Certificate in Financial Risk 

Management from Global 

Association of Risk (GARP).  

OR 

 Professional Risk 

Management Certification 

from PRIMA Institute. 

OR 

Masters in Math/Statistics or 
Econometrics with minimum of 
60% marks in aggregate from a 
University /Institution recognized 
by Govt. of India/approved by 
Govt. Regulatory bodies. 
(Minimum 55% for 
SC/ST/OBC/PWD candidates). 

Overall 2 years of experience in Scheduled Commercial banks, with minimum 1 years of 
experience in the Risk Management department, preferably in head office/corporate office 
of any organization, presently working at Scale II/I designation or equivalent posts. 
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Annexure – I to Recruitment of Officers in various streams upto Scale IV Project No. 2024-25/1 Notice dated 01.01.2025 

Name of the 

Post 

Scale No. of 
vacancies 

Age Minimum Qualification & 

Certification 

Experience 

Manager – 

Finance & 

Accounts  

 

MMGS  II 02 27-35 CA / ICWA / MBA (Finance) 1. Experience in preparation of Books of account preferably in Bank / NBFC for 2 - 3 
years.  
 

OR 
 

2. Working in credit for 2-3 years   

Manager – IND 

AS 

 

MMGS  II 03 27-35 CA / ICWA / MBA (Finance) 1. Experience in preparation of Books of account preferably in Bank / NBFC for 2 - 3 
years.  

2. Knowledge of IND – AS standards.   

Manager – GST  

 

MMGS  II 03 27-35 CA / ICWA / MBA (Finance) 1. Prior experience in GST related work like filing of monthly returns, handling of 
litigation / notices received from GST authorities for 2-3 years. 

Manager – TDS  

 

MMGS  II 02 27-35 CA / ICWA / MBA (Finance) 1. Prior experience in TDS related work like filing of monthly returns, handling of 
litigation / notices received from Income Tax authorities for 2-3 years. 

 

Manager-Civil 

Engineer   

MMGS  II 05 23-35 

 

B.E. / B. Tech in Civil engineering 

from a recognized institute / 

university with a minimum 60% 

marks. 

Minimum 5 years’ experience in the field of construction and maintenance of buildings, 
facility management etc and well versed in estimating, preparation of tender and supervision 
of work and certification of bills. 

Manager-

Electrical 

Engineer  

 

MMGS  II 02 23-35 B.E. / B. Tech in electrical 
engineering from a recognized 
institute / university with a 
minimum 60 % marks.  
 
  

Minimum 5 years’ experience in the field electrification of commercial / residential / 
institutional building and it’s maintenance. 
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Annexure – I to Recruitment of Officers in various streams upto Scale IV Project No. 2024-25/1 Notice dated 01.01.2025 

Name of the 

Post 

Scale No. of 
vacancies 

Age Minimum Qualification & 
Certification 

Skills & Job Description/ 
Key Responsibilities 

Experience 

Manager - IT 

HRMS 

 

MMGS  II 02 

 

 

 

 

25-35 B.E. / B. Tech preferably in 
Computer Science/ IT/ Electronics 
& Communication/ Electronics & 
Telecommunication or MCA 
   

PeopleSoft Application – 
PeopleTools, PeopleCode, 
SQR, Application Engine, 
XML/BI Publisher, Oracle 
Database, Technical 
Documentation, PeopleSoft 
Upgrades, Troubleshooting 
and Maintenance. 
 

Minimum 3 years’ experience in Software Development with 
2+ years of experience in PeopleSoft technical development. 
 
Proficiency in PeopleTools, PeopleCode, SQR, Application 
Engine, and XML/BI Publisher etc. 
  
Working experience as PSAdmin would be given additional 
weightage. 
 


